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In this application note, we will cover the following topics:

Introduction to DNP3 Networks

DNP3 Setup Using NPort UDP Mode

DNP3 Setup Using NPort TCP Server/Client Mode
. DNP3 Communication Verification

Introduction to DNP3 Networks

A W N -

DNP3 (Distributed Network Protocol) is a set of communications protocols used between
components in process automation systems. It was developed for communications between
various types of data acquisition and control equipment. It plays a crucial role in SCADA
systems, where it is used by SCADA master stations (aka Control Centers), remote terminal
units (RTUs), and intelligent electronic devices (IEDs). It is primarily used for
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communications between a master station and RTUs or IEDs. ICCP, the Inter-Control
Centre Protocol, is used for inter-master station communications.
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This application note describes two proven methods for DNP3 communications using the
NPort A series. In this case, these NPort servers can be located at remote locations,
eliminating costly modem connections while providing real-time access to serial devices via
Ethernet. In TCP server/client mode, we defined the DNP3 master as TCP server and DNP3
slave as TCP client. There are two serial applications with the DNP3 device. We used these
two examples to demonstrate how to build a DNP3 network with the NPort server.

1. A network with one DNP3 master and multiple DNP3 slaves, using UDP mode or TCP
server/client mode. TCP server/client mode supports a maximum of 4 slaves.

2. A network with one DNP3 master and one DNP3 slave, using UDP or TCP server/client
mode.

User can setup the suitable application topology for DNP3 communication environment.

Please refer to topic 2 ~ 4 for setting configuration of NPort and verify it work properly.
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DNP3 Setup Using NPort UDP Mode

First, verify that the IP and serial interfaces of the NPort and DNP3 slaves are configured
properly. In this case, NPort’s IP as the DNP3 master is 192.168.1.1 and the IP addresses for
DNP3 slaves should be 192.168.1.12~ 192.168.1.14. UDP mode can support single or
multiple slaves in a DNP3 network.

Setting the NPort as the DNP3 master

1. Select UDP as the mode of operation, use the broadcast IP as the destination IP. For
example, we used 192.168.1.255 as the destination IP when slave’s IP are between
192.168.1.12 and 192.168.1.14.
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2. Because the default port for the DNP3 is 20000, we should change the UDP local port to
20000. This ensures that the master and slave can communicate with each other.
Operating Settings

Port=1

Operation mode I UDP Mode v I
Data Packing
Packing length 0 (0 - 1024)
Delimiter 1 0 (Hex) [JEnable
Delimiter 2 0 |(Hex) [JEnable
Delimiter process Do Naothing %/ (Processed only when Packing length is 0)
Force transmit 0 (0 - 65535 ms)
UDP Mode

Begin End Port
Destination IP address 1 I 192.168.1.255 - (20000 I
Destination IP address 2 - (4001
Destination 1P address 3 . (4001
Destination IP address 4 - (4001

Local Listen port 20000

[Japply the above settings to all serial ports (Local listen port will be enumerated automatically).

Setting the NPort as the DNP3 Slave

1. Select UDP as the mode of operation, and enter the IP address of the DNP3 master as the
destination IP address.
2. Because the default port for the DNP3 is 20000, we should change the UDP local port to
20000. This ensures that the master and slave can communicate with each other.
Operating Settings

Pori=1
Operation mode IUDP Maode v I
Data Packing
Packing length 0 (0 - 1024)
Delimiter 1 0 Hex) [JEnable
Delimiter 2 0 Hex) [JEnable
Delimiter process DoMothing ¥ | (Processed only when Packing length is 0)
Force transmit ] (0 - 65535 ms)
UDP Mode

Begin End Port
Destination IP address 1 | 19216811 : [20000 ||
Destination IP address 2 - (4001
Destination IP address 3 - |4001
Destination IP address 4 - |4001
Local Listen port

[Japply the above settings to all serial ports (Local listen port will be enumerated automatically).
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DNP3 setup using NPort TCP server/client mode

First, verify that the IP and serial interfaces of the NPort and DNP3 slaves are configured
properly. In this case, NPort’s IP as the DNP3 master is 192.168.1.1 and the IP addresses for
DNP3 slaves should all be 192.168.1.14. TCP server/client mode can support either
single-master to single-slave topology, or single-master to multiple-slaves (max. 4 slaves)
topologies in a DNP3 network.

Settings the NPort as the DNP3 master

1. Select TCP server mode and the NPort (DNP3) master will wait for slaves (max. 4 slaves)
to connect.
2. Because the default port for the DNP3 is 20000, we should change the TCP local port to

20000. This ensures that the master and slave can communicate with each other.
Operating Settings

| Port 1
|Operati0n mode TCF Server Mode b I

|TCF‘ alive check time 7 /{0 - 99 min)

|Inacti\.rit\; time |0 (0 - 65535 ms)

|Ma>< connection | 1|+

|Ign0re jammed IP | Mo Wes

|AIIOW driver contral | Ma Wes

| Data Packing
|Packing length |0 (0 - 1024)

‘Delimiter 1 |0 tHewy [JEnable

|De|imiter 2 |0 ¢Hexy [lEnable

|De|imiter process | DioMothing  » | (Processed only when Packing length is 03
|Forc:e transmit |0 {0 - 65535 ms)

| TCP Server Mode
|ana| TCP port 20000 I

|CDmmand port X0

Settings the NPort as the DNP3 slave

1. Select TCP client mode and enter the DNP3 master IP address as the destination IP
address. For this example, we set the destination IP to 192.168.1.1, same as the DNP
master IP address.

2. Because the default port for the DNP3 is 20000, we should change the TCP local port to
20000. This ensures that the master and slave can communicate with each other.
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Port 1

|Operati0n rmode

TCP Clisnt Mode ~|

|TCP alive check time

7 (0 - 99 min)

|Inacti\.rity time |0 (0 - 65535 ms)

|Ign0re jammed IP | @ o Oves

| Data Packing
|Packing length |0 (0 - 1024)

|De|imiter 1

| 0 |tHexy ClEnable

|De|imiter 2

| 0 |(Hexy CIEnable

|De|imiter process

| DoMothing |+ | (Processed only when Packing length is 0)

|F0rce transmit |0 (0 - 65535 ms)

| TCP Client Mode

Destination IP &ddress
|Destinati0n 1P address 1 192.188.1.1 120000 I
|Destinati0n IP address 2 14001
|Destinati0n IP address 3 | 14001
|Dest|nat|0n IP address 4 | 14001
|D95|gnated Local Part 1 | 20000 [El - 65535, 0 represents assigned automatically.)
|Designated Local Part 2 012 | (0 - BEE35)

DNP3 Communication Verification

After the DNP3 network has been set up, user can now verify the DNP3 communication by
using the following steps. User can simulate DNP3 requests and responses via this tool to
check DNP3 communication.

1. Install the “Protocol Test Harness” application and open it.
2. Select Open->Master Session ->DNP3

Triangle MicroWorks, Inc. Protocol Test Harness
File Nolf5W Edit  Window Help

Conformance Test b @ .~ | 2

¥

Clear Dizplay

v Slave Session M MODEUS pot Database
Monitar Ch | » IEC 60570-5-101 . " . .

v o or. anne Header: W Static W Ewent W Cyclic W Security [ Pause Dizplay
Diata Window IEC 60870-5-102 k. )

T Command window »  IEC 60870.5-103 I Data: |~ Static [ Event W Cyclic W Security AutoSeroling

Statistics Window IEC 60370-5-104 M ax/Pos Visible Lines: 1225/8660

3. Right click ‘'mDNP’, select ‘Modify Session' to input DNP3 master settings.
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Triangle MicroWorks, Inc. Protocol

File ©pen Edit  Swindow Help

=EH 2Ee B %7
v
¥ Enoss v 53 MMI =5
v Tirne Stamp [ itlser .
¥ Target -
v === application [ ..
Device Filker
Cleardll | Setal |
=%/ mDNF

s B

@ sOMP rModiFySessinn |

: [Flss =DM| Delete Session

4. Select the ‘Channel’ tab and set serial/TCP parameters

Open DHNP3 Master

Channel | Sexsiun| Mt Step]

Connection Type

Serial Port

Charrel Mame  |mDMP

& Serd ¢ TCOPAP

Senal Port  |COR1 -
Baud Rate 3600

5. Select the ‘Session’ tab to set link layer address

Modify DNP3 Master M=

Session Hame

Source:

Destination:

Channel Session lNe:-tt Step]

~Link Laver Addieszes -

Unzolicited Repart by E xception

[~ Dizable when Restart [IN received

[~ Enable after Restart lIN processing finished

mbHF

1 z

2 =
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6. Select Open->Master Session ->DNP3 to create DNP slave

Triangle MicroWorks, Inc. Protocol Test Harness
File NalaZhM Edit  Window Help

= | ConformanceTest » @ «
Maske ol .
i~ Slave Session b MODBEUS o Database Clear Display
) v -
v Monltor.ChanneI IEC 60870-5-101 Header: v Static W Ewent W Cyclic W Security [ Pauze Display
Drata Window IEC 60570-5-102 k )
T Command window »|  IEC s0870-5-103 | Data: [ Static | Event W Cyclic W Securty AutoSeraling
Statistics Windov IEC 60570-5-104 Max/Fos Visible Lines: 1225/8560

7. Right click 'mDNP’ and select ‘Modify Session’ to input DNP3 slave settings

Triangle MicroWorks, Inc. Protocol
File ©Open Edit ‘wWwindow Help

SH2E® B §- 7

v Errors

[w v bAMI I &

=
¥ Time Stamp I es Lser — .

v Target
W === gpplication [ ..

Dievice Filter
cleamu] Set Al ]

= % mDNP
= @-lgmj |_r'-'1|:u:|i|:~:.f Session
' [#lEEE sDM| Delete Session

8. Select the ‘Channel’ tab and set serial/TCP parameters

Modify DNP3 Slave FEX

l Session] Mext Step]

Chatinel Mame |sDNP

i~ Connection Type
& Seral (" TCRAP

[~ Serial Port

Serial Port 1EDM1 -
Baud Rate  [115200
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9. Choose ‘Session’ to set link layer address

£ Modify DNP3 Master m=E

Channel Session ] Mext Step]

Session Mame  |[EERIE

~Link Layer dddresszes

Source: 1 3:
Drestination: 2 3:

Unzolicited Report by E xception
I Dizable when Restart 14 received

™ Enable after Restart 1IN processing finished

10.0n the DNP3 Commands window

11. Click ‘Integrity Data Poll - Class 0123’

DNP3 Commands (MDNP:mDNP) M=
Run  ©ptions  Target  Add Command

[Intearity D ata Poll - Clazs 0123 |

REBE Data Pall - Event Clazs 123

Fead Specific DMP3 Data Tepe

Time Senchranization

Trip &BE PCD [Simulatar]

Cloze ABBE PCD [Simulatar]

12. Set repeat interval to 1 second

Copyright © 2011 Moxa Inc. Page 9 of 11




Moxa Tech Note Using DNP3 with the NPort Series

13. Click ‘Start repeat’ to start testing

Integrity Poll Configuration E|E|@
Mame: |Ir'|t|3g|ritj,I Drata Paoll - Claszs 0123
Target: | IJze Command "indow target selection j‘
Dreszcription Select target or allowy this command to follow Command 19

The Irtegrity Poll retrieves al Each target iz shovwn as "ChannelMame: Sessioniame: Se.

device. |t iz tppically sent after device restart, loss of communication, or on a periodic
basis to ensure all data is accurate.

Command optians
[ Class 0 Only

Equivalent Tcl command line arguments

|mdnpintegrit_l,l zezzion [
. ]

Copy ta Clipboard |
Repeat [nterval

|'| ﬁ |Secunds ;ll Start Repeat
Ohce Cloze

14.0On Statistics window, we can see both the “"Requests Sent” and “Responses Received”

counts are increasing.

Statistics - MDNP.mDNP =3

Ackion  Target

Responses Received  [4551

Requests Failed 0

Requests Sent  |l4sgs
Requests Timed Out 0

Channel Errars 0
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15. Under normal operation, “"Requests Failed”, "Requests Time Out”, and “Channel Errors”
should not have values. If errors are displayed, recheck the configurations.
We used the utility called “Protocol Test Harness” to simulate the DNP3 network. If you

would like to use this utility, it can be found here:

http://www.trianglemicroworks.com/DownloadTestHarnessRequest.aspx
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