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How to Use MQTT to Connect

Moxa Tech Note to the ioThinx 4510 Series

In this tutorial, you will learn how to use MQTT to configure a client as a publisher or subscriber. We
demonstrate two scenarios: the ioThinx 4510 as a subscriber and the ioThinx 4510 as a publisher.

Prepare the Following Items

e ioThinx IIoT Starter Kit (ioThinx 4510, 45MR-1601, 45MR-2600, and 45MR-3800)
e Software: Mosquitto (1.5.8), MQTTlens, ioThinx 4510 (with firmware v1.1 installed)

Broker Settings on the Computer

Introduction to Mosquitto

For information about Eclipse Mosquitto, please refer to the following web page:
https://mosquitto.org/. Mosquitto can be used to implement versions 5.0, 3.1.1, and 3.1 of the
MQTT protocol.

|
OMQTTlens

| Client
(Publisher/Subscriber)
| L]
J\’

Client
(Subscriber/Publisher)

Host Moxa ioThinx 4510
IP address: 192.168.127.200 IP address: 192.168.127.254

Install Mosquitto

Download Mosquitto from the following website and install it:
https://mosquitto.org/download/
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Enable port 1883 on the firewall

1. Here we use Windows 10 as an example. First, open the Windows Firewall.

< Settings - [m} X
@ Home Status
_ e L
Find a setting | MHQ-NE
= MoxaGroup
Network & Internet You're connected to the Internet
If you have a limited data plan, you can make this network a
I B Status metered connection or change other properties.
Change connection properties
% Wi-Fi ? prop
Show available networks
% Ethernet
Change your network settings
o Dial-up
Change adapter options
% VPN @ View network adapters and change connection settings.
5~  Airplane mode % Sharing options
For tworks
) Mobile hotspot
A Network troubleshooter
CB Data usage Diagnose and fix network problems.
View your network properties
& Proxy
| Windows Firewall
2. Select Advanced settings.
Windows Defender Security Center - m] b

@ Home

J Virus & threat protection

9  Account protection

&) Firewall & network protection
1 App & browser control

L Device security

& Device performance & health

&4 Family options

) Firewall & network protection

View network connections, specify Windows Defender Firewall settings,
and troubleshoot network and Internet problems.

Bo Domain network

No actions needed.

9% Private network

No actions needed.

3 Public network

No actions needed.

Allow an app through firewall
Network and Internet troubleshooter

Firewall notification settings

Advanced settings
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3. Select Inbound Rules and create a New Rule.

File Action View Help
s | 7E = HE
g g‘:&iﬁg‘::;s Name Group - Prnf||= Enabled  Acti # || Inbound Rules -
#% Connection Security Rules @ etcp Domain  Yes Allo
B Menitoring @ etcp Domain  Yes Allo T Fiter by Profile )
@ Firefox (C:\Program Files\Mozilla Firefox) Private  Ves Allo )
€ Firefox (C:AProgram Files\Mozilla Firefox) Private  Ves Ao || T Filterby State 4
@ Google Chrome Domain  Ves Allo Y Filter by Group »
@ Google Chrome Public  Ves Allo View »
@ Google Chrome Public  Yes Allo B Refresh
@ Google Chrome Domain  Yes Allo = e
@ Google Chrome Private  Ves Allo i Export List..
@ Google Chrome Private  Ves Allo H Help
@ /O Event Logger Domain  Ves Allo
@ /O Event Logger Domain  Ves Allo
4. Select Port in the Rule Type.
@ Mew Inbound Rule Wizard K
Eule Type
Select the type of firewall mule to creats,
Steps:
& Rule Tupe What type of rale would vou like fo covaie?
@ Protocol and Ports
@ Action O Program
Foule that controls connections fior & program.
@ Profile
@ Name ® Port .
Roule that contols connections for a TCP or TDP port
) Predefined:
Alloyn Router
Fule that controls connections for a Windows expenence.
D Custom
Custom e

5. Select TCP and enter 1883 in the Specific local ports input box.

Protocol and Ports
Specify the protocols and ports to which this mle applies.

Steps:

& Rule Type Does this mle apply to TCP or TDE?

@ Protocol and Pouts

@ Action O uop

& Profile

@ Name Daes this rule apply to all local ports or specific local ports?

O Al local ports

® Specific local ports: 1663 ||
sample: S, 445, SUUL-SUTU
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6. Select Allow the connection.

Action
Specify the action o be taken when a connection matches the conditions specified in the rule.

Steps:
» Rule Type What action should be taken when & connection matches the specified conditions?

» Protocol and Ports

@® Allow the connection

& Action This inclodes comnections that sre protected with IPsec as well as thoss are not.
& Profile
" O Allow the connection f it is secure
& Name This includes only connections that have been authenticated by using IPsc. Connections will
te j-acumd vsing the settings in IPsec properties and roles in the Connection Security Rule
No0E,

O Block the connection

7. Select Domain and Private.

Profile
Specify the profiles for which this rule applies.

Steps:
@ Rule Type When does this rule apply?

@ Protocol and Ports

& lction Domain
S—— Applies when a computer is connected to its corporate domadn.
& Pm
& Name e
L pplies when a computer is connected to a private network location, such as a home or
work place.
] Public

Applies when a computer is connected to a public network location,
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8. Enter the Name and Description (optional), and then click Finish.

Name
Bpecify the name and description of thas mle.

Steps:
» Rule Type
@ Protocol and Ports

@ Action

y Protile IL“"?TI
@ Name | e
Description (optiomal):

< Back Cancel

9. Run Mosquitto Broker from Task Manager.
Type Ctrl + Alt + Delete to open Task Manager, click the mosquitto row to select it, and
then right click in the status column and select Start.

Set Up MQTT on the ioThinx 4510

Enable MQTT Client Service

1. Log in to the ioThinx 4510:
Step 1: Open your web browser and type the default IP address of the device:

192.168.127.254.

Step 2: On the login page, type the default username/password (admin/moxa) to log in to
the Web Console.
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2. Click Security in the left menu. Select Service Settings at the top of the page and then

select MQTT Client.

MO/ ioThinx 4510 I Logout

Se 5 User Settings Account Settings Access Control Centificate Settings
| Security
v Na. Senvice TCP/UDP Part
s 1 Web Service via HTTP TCP a0
Vit Na Ps T 44
3 RESTTul AP via HTTP TCP a0
RESTful AP1 via HTTPS cP 143
5 SHMP Agent unpP 161
b Modbus/TCP Slave TCP 502
T Modbus/RTU Master
o a MOTT Clienmt TCP
¢ 9 I0xpress/MOT Tool/MXI0 TCR/LDP 101 2474800

Connection and Topic Settings
1. Select MQTT in the left menu and then set the Broker IP (your host’s IP) under Connection

Settings.

MO /\ ioThinx 4510 | Logout

Connection Settings Topic Settings

Connection Settings
Service Enabled

Mote: enable/disable this service through Security Service Settings

Broker IP

192.168.127.200

Broker Port Device 1D

1883 moxa_io_0090e8eb321 4

Keep Alive Interval
60

MarT
Retry Period Retry Count

30 5
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2. Click Publisher and enable Topic#1 (DI-00), and then click Subscriber and enable
Topic#1 (DO-00).

MOX/\ ioThinx 4510

Save&Restart | Logout

e o
Topic Settings

Er

[ 254
ﬂltevmmure Enable Disable GUWALE 48 result(s)
, Batch Edit
[EEIY Enable Disable OEEN QoS0 QoS1 Qos? [CEEHELE ON  OFF
Trigger JLENTN 5 (i sec) QONIGELNEM 50 (unnw)
Publisher Subscriber

#  Enable Slot Channel Topic: Qos Retained  Trigger Condition

marv 1 R01 DI-00 Tutorial/read/GET_Demo@Button/diStatus o . 0On Change

(unit: %)

2 ."tF R01 DI-01 Tutorial/read/GET_Demoe@DI-01/diStatus 0 ¥ 0On Change ¥ = (Unit: %)

MOX/\ ioThinx 4510

Save& Restart | Logout

Connection Settings Topic Settings

Topic Settings

Filter attibute  [EEVEREEERTEE  Keywords. 16 resuit(s)

X, Batch Edit

[ELIEN Enable Disable OGEE QoS0 QoS1 QoS2

Slot ‘Channel Topic QoS

R02 DO-00 Tutorial/write/PUT_Demo@Light/doStatus

MaTE 2 @) RO2 D001

0

Tuterial/write/PUT_Demo@DO-01/doStatus
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Note: The content of the Topic is based on Device Name, Module name, and I/0 channel.

You can change these values in Device Settings, Module Settings, and I/0O Settings.

MOX/\ ioThinx 4510 | Logout
Heshbosrd Time Settings Watchdog Configuration Firmware

| System
Security

Device Name |Tuloria| |

Language English

MOX/\ ioThinx 4510 Save & Restart | Logout

Module

Module Settings

QD) click finish button to complete module settings

% Cancel LN A =

Configured Module

45MR-1601 45MR-1601 | PUB_Demo m =

Detected Module

45MR-2600 > 45MR-2600 | SUB_Demo o=

45MR-3810 > 45MR-3810 45MR-3810-0 0 =

MOX/\ ioThinx 4510 | Logout
Jashboa

DI-00 DI v Button
ial r
- DI-01 oI v D101
mal
DI-02 DI v DI-02

In this demonstration, we changed our Topic #1 (DI-00 and DO-00) as below:
Publisher Topic#1(DI-00):Tutorial/read/PUB_Demo@Button/diStatus
Subscriber Topic#1(D0O-00):Tutorial/write/SUB_Demo@Light/doStatus
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3. Click Save & Restart in the upper-right corner, and then click Save and Restart in the

center of the page.

1 | Logout

MOX/\ ioThinx 4510

Configuration has been modified.

Do you want to save current setting to dev ce?

SEICENGREEET | Cancel

Publisher and Subscriber Settings

Introduction to MQTTlens
MQTTLens is a chrome application that supports MQTT communications. MQTTLens can be used
to simulate communicating with the ioThinx 4510 via MQTT.

Configuring MQTTlens

1. Install MQTTlens
You can download MQTTlens from the following link:

https://chrome.google.com/webstore/detail/mgttlens/hemojaaeigabkbcookmlgmdigohjobjm

2. Add a new connection on MQTTlens

p MQTTlens Version 0.0.14

[Connections + ]I ¢
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3. Enter your Connection name and Hostname (broker IP) in the associated text input
boxes.

Add a new Connection X

Connection Details

Connection name Connection color scheme

ioThinx 4510 I
Hostname Port

teptf T 192.168.127.200 1883
Client ID

Iens_p'.rBMEkSE-S1u‘IUI'g\ryq':DcAoCKMy Generate a random 1D
Session Automatic Connection Keep Alive
#| Clean Session « Automatic Connection 120 seconds

Scenario 1: Publish DI status to MQTTlens
e Publisher: ioThinx 4510
e Subscriber: MQTTlens

1. Copy the topic from the ioThinx 4510 MQTT publisher tab.

# Enable Slot Channel Topic QoS Retained Trigger Condition

m RO1 DI-00 | Tutonal/read/PUB_Demo@Button/diStatus 0 ' \ E On Change

2. Paste the topic into the subscribe column of the MQTTlens, and then click subscribe.

<
Connection: ioThinx 4510
Subscribe ~

Tutorial/reac/PUB_Demo@Button/diStatus 0- &t most once ¥

3. Press the DIO button on the starter kit to trigger the DI-00 channel; you should see the DI

value change on your subscriber.

Subscriptions

Topic: "Tutorial/read/PUB_Demo@Button/diStatus” showing the last s messages — - ] s

# Time Topic QoS o
: 0

0 103143 @

| A Js0N |
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Scenario 2: Turn on ioThinx 4510’s DO channel
e Publisher: MQTTlens
e Subscriber: ioThinx 4510

1. Copy the topic from the ioThinx 4510 MQTT subscriber page.

# Enable Slot Channel Topic QoS

[ @) RO2 D000 |Tu:o..al.fwrue:sua_nemc:@ Light/doStatus | 0

2. Paste the Topic into the MQTTlens publish column.
3. Enter the following message:
Message

{
“value"il

}

4. Click Publish. The DO-00 channel should respond by turning the light on.

Publish

-~
Tutorialfwrite/SUB_Demo@Light/doStatus 0-atmastence ¥ | [] F!:::.n“’

“valus™1
!
}

o
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