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about Moxa'’s solutions is available at www.moxa.com.
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Moxa Tech Note Using Moxa ThingsPro and AWS IoT Service

1 Introduction

Moxa’s ThingsPro™ 2.0 Suite simplifies the development of IoT applications and facilitates data
acquisition as well as remote device management. ThingsPro provides Modbus communications, data
acquisition, wireless networking, and device management, in a few simple steps, allowing users to
focus on developing applications instead of complex system integration.
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For users who develop data acquisition and asset management software programs on their own,
ThingsPro provides the ability to transfer field data to the AWS IoT service without requiring any
additional programming on the gateway. ThingsPro 2.0 includes generic Modbus protocol and AWS IoT
support, which you can use to easily configure protocol data polling tables and AWS IoT connection
settings. You can then upload the data collected to the AWS IoT service. In this article, we describe
how to configure the MODBUS device template in ThingsPro, retrieve data from ThingsPro, and upload

the data to a remote HTTP server.

2 Application Scenario

Set up an environment to send real-time device data updates to the AWS IoT service using ThingsPro
2.0. Here, ThingsPro is used as a Modbus data logger and the AWS function provided by ThingsPro is
used to configure the connection to the AWS IoT service.
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3 Prerequisites

1. Moxa UC-8112 gateway computer with Internet access, and ThingsPro 2.0 Gateway and SD
card installed.
For information about setting up a Moxa UC-8112, refer to the ThingsPro User’s Manual.
PC/notebook with Chrome browser and Microsoft Device Explorer installed
Modbus device (e.g., Moxa ioLogik-E2242)

4. AWS IoT configuration: thing name, CA certificate, device certificate, device private key,

mqtt topics, and mqtt endpoint

4 Solution

Complete the following steps to create your IoT application using ThingsPro and AWS IoT service:

1. Choose an equipment template.
a. In the ThingsPro Gateway web page, click B (Menu).
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https://github.com/Azure/azure-iot-sdks/releases
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b. In the ThingsPro Gateway menu, click on the Modbus & Logging link.

A

admin

admin@moxa.com

<> User Programs

[+ MODBUS & Logging

11
"y

c. Open the EQUIPMENT TEMPLATE tab

d. Browse through the Template List to locate the template corresponding to the Modbus
device or create a new template.
For details on creating a new template, refer to the ThingsPro User’s Manual.

EQUIPMENT TEMPLATE MODBUS DEVICE LOG UPLOAD

Template Management c
Template List + =
[ nName A Tag Count Template Action Tag Action
o " o PR
[0 ioLogiker2n 31 [m] /s = 0O @
O wtgkene (s s/ =0 ®
O ioLogiker2iz 28 [m] s = 0O »
O tepheren - o /s =0 %
T . o PN S
[  ioLogikE1241 g [m] 7 = (] [ Y
O stk 0 (= /s =T ®
T ‘ o /= 0 %

In this article, we use the Modbus device E2242, which is already listed in the Template
List.
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2. Create an instance of the Modbus device.
a. Select the MODBUS DEVICE tab.
b. Configure the Modbus device with a communication interface (serial or Ethernet).
Because the connected device (E2242) uses Modbus TCP protocol, click on the
MODBUS/TCP tab.

= MOXAN A ADMIN ~

EQUIPMENT TEMPLATE MODBUS DEVICE LOG UPLOAD
Modbus Management (&
MEDRLS LA
TCP List =3
[] neme interval Port HostIP

i. Click ~T (Add TCP interface).

ii. Fill in the TCP interface settings and click SAVE.

Edit TCP Interface Settings X

2202
I92I 68.4123
-5-02

1000

Response Timeout *

5000 B

SAVE

The Modbus/TCP interface for E2242 is added to the TCP List.
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iii. Click on the =+ (Add connected device) button corresponding to E2242 to add

a connected device.

EQUIPMENT TEMPLATE MODBUS DEVICE LOG UPLOAD
Modbus Management c
MODBUS / R MODBUS / TCP
TCP List =
] Neme A Interval Port Host IP
[ E222 1sec 502 192.168.4.123 rd ® 7 =1

iv. Fill in the Device Name.

v. Select a Template to combine MODBUS/TCP interface with the Modbus device.
vi. Specify the Unit ID for the device and click SAVE.

Edit Device x

E2247

ioLogik-E2242 v

]

ThingsPro will now start continuously polling data from the device.

To check the status, click @ (Show connected devices).

If the Request Status is green, ThingsPro is able to send requests to the Modbus TCP device
and receive data.
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3. Use the AWS IoT service for real-time data update.

a. Inthe ThingsPro Gateway menu, click on the AWS IoT link in the Applications section.

an
-
-
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b. Fill in the AWS IoT service details.
Follow the steps in "How to get AWS IoT parameters for ThingsPro” to get the AWS IoT
service parameters.

AWS loT c
Enable

Connection Status &\

T eld is =

8883

T eld is =

T eld is =

T eld is =
SELECT
SELECT
SELECT

SELECT TAGS
D Logging data when network is disconnected

c. Click SELECT TAGS to select the tags that you want to upload to AWS IoT.
d. Click SAVE.
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Edit upload tag setting b4

24z -

2 items are selected

Lag On Clange Uit [ata Type
D Mame "T\ ' - . ‘
Degomigtion
ALD » int1é
] aa » invls
] ez B intls
DO » boolean
D DI_1 » boolean
D Di_2 B boolean
1w 1-kefs K€ ¥ M

e. Ifyou need to log data when network is down, check the Logging data when network
is disconnected, select the log File destination, and specify the Max. Storage for
Log value.

Your data will be logged in a data file. Once the network connection comes up, the data
in the log file will be transmitted to AWS.

Logging data when network is disconnected

Internal(/var/mzxc) -

2000

Max. Days for Log 3.2 days
SAVE
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f. Select the Enable option
g. Click SAVE

The AWS IoT interface will use the information provided to create a connection with the AWS IoT
service. Once the connection is established, data can be uploaded to the AWS IoT service in real time.

Once the AWS Client App successfully connects to the AWS service, the connection status turns green
as shown below:

. Enable

[ Connection Status 6

5 How to Get the AWS IoT Parameters for ThingsPro

To get the AWS IoT parameter for ThingsPro, you must log in into the AWS IoT service and do the
following:

1. Click on the AWS IoT link.

.'l Services ~ Resource Groups ~ *

AWS services
I

v Recently visited services

] WS & C )
Wy AwsIoT @ Ec2 ¥ 1am
¥ All services
@ Compute & Developer Tools %y Internet of Things
EC2 CodeCommit AWS loT
EC2 Container Service CodeBuild
Lightsail CodeDeploy -
k Elastic Beanstalk CodePipeline = Game Development
Lambda Amazon GameLift
Batch .
[l Management Tools
CloudWatch [ Mobile Services
£} Storage CloudFormation Mobile Hub
S3 CloudTrail Cognito
EFS Config Device Farm

-~ . Riahiln Anahdics
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You will see the AWS IoT Dashboard.

w SECER ree GOOpERom & [\ andy.chu @ moxasys~ Oregon~ Supyg
Welcome to the new AWS IoT Console.  Take me to the old console  Dismiss
4P aws ioT Dashboard v | -
I @ Dashboard Successful connections

@ Conn a0
D e

30
& seare
o »
N
o 10

.
0
20. Mar

{é} s Messages
N

2. Click on the connect link and then the Get started button.

(1] Services .  ResourceGroups . % andy.chu @ moxasys~ Oregon~  Support ~

Welcome to the new AWS IoT Console.  Take me to the old console  Dismiss

@ AWS |oT .

Connect to AWS loT

@ Dashboard
I @ Connect
O hegi QL
& e \n\'\-ﬁ’
;h o §D/7
& e 14
Configuring a device AWS 10T Button AWS loT Starter Kit

Connect a device or your comp

nnection wizard for

@L‘ Don't have a button? Buy one

Copyright © 2018 Moxa Inc. Page 11 of 19




Moxa Tech Note Using Moxa ThingsPro and AWS IoT Service

3. Choose the Linux/OSX platform and select the Python SDK.

Services v  ResourceGroups ~ %

~ Oregon~ Support ~

jal

s

rm and SO that by

Choose a platform

Linux/OSX windows >

Choose a AWS loT Device SDK

Connect in 15 minutes or less with these SDKs and a quick setup script.

Node.js > Python >

4. Click Get started

Services . Resource Groups 4

andy.chu @ moxas_.- Oregon-  Support-

Welcome to the new AWS IoT Conscle.  Take me to the old console  Dismiss

Connect to AWS loT &

Register a device

A thing is the representation and record of
in the dloud. Am s ath

AWS loT.

©  Download a connection kit

The connection kit includes some important compe

= security
credentials, the SDK you chose, and a sample project. You can
work with these individually.

.; \9 Configure and test your device

Using the connection ki g
transferring files and running a script. and test that it is
1oT correctly

U wil

connected

der: the de should b
ic internet on port 8883,

20mMe prerequl
connection to the pul

vz Python and Git installed and a TCP

Want to learn mare about the components of AWS IaT? m
Try the interactive overview
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5. Fill in the thing name. e.g.:8112.
This name will be used in the Client ID and My Thing name in the ThingsPro AWS IoT
connection UI.

6. Click Next step.

COMNMECT TO

Register a thing
STEP 1/3

& thing is the representation and record of your physical device inthe  Choose an existing thing instead?
cloud. Any physical device needs a thing to work with AWS 1aT.

Creating a thing will also create a thing shadow.

MName

[ 811

Show optional configuration (this can be done later) =

Cancel Next step

7. Click on the Download connection kit link
8. After the download has finished, click Next step.
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MECT TC

Download a connection kit
STEP 2/3

The following AWS loT resources will be created:

Athing in the AWS loT registry 8112
A policy to send and receive R . .
! 8112-Policy Preview policy
messages
The connection kit contains:
& certificate and private key 81712 cert.pern, 81124 private key
AWS loT Device 50K Python S0

A script to send and receive

messzages

ywnload the connection kit.

Before your device can connect and publish messages, you will need to
Download connection kit for

Linux/OSX

Cancel Next step

9. Click Done.
Note: You do not need to perform steps 1 to 3 under “Configure and test your device”.

COMMECT TO A\ 10T

Configure and test your device
STEP 3/3

To configurs and test the device, perform the following steps.

Step 1: Unzip the connection kit on the dewvice
Step 2: Add execution permissions

Step 3: Run the start script. Messages from your thing will appear below

Cancel
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10. Extract the files from the connect_device_package.zip file that you just downloaded.
The files include information on the private key, certificate file, and public key.

|| 8112 certpem
] 9112 private key
@] 8112 public key
7] startsh

11. Download the AWS root-CA file from following URL:
https://www.symantec.com/content/en/us/enterprise/verisign/roots/VeriSign-Class%203-

Public-Primary-Certification-Authority-G5.pem

12. Copy the content and save it in a root-CA.crt file together with the private key and certificate
file. The root-CA.crt , private key, and certificate file will be used in the ThingsPro AWS
IoT connection UI

----- BEGIN CERTIFICATE-----
MIIEOZCCATugAWIBAgIQGNrRN1ZSELEKIVINZGS7SjANBEkghkiGIweBAQUFADCE
yJELMAKGALUEBRMCVYMxF zAVBENYVBA0TD1Z 1emlT alidul CBIbmMuMRBwHQYDVQQL
EXZWZXIpU21nbiBUcnVzdCBOZXR3b3IrMTon0AYDVQQLEZEcY ykgMjAWNIBWZXIp
U21nbiwgSW5jLiAtIEZvciBhdXRob3IpemVkIHVz ZSBvbmx SMUUWCWYDVQQDEZ xl
ZXJpU21lnbiBDbGFzcyAzIFB1YmxpYyBQcmltYXISIENLcnRpZmljYXRpb24gQXVe
aG%yaXRSICAOgRzUwHh cNMDYxMTAAMDAWMDAWhcNMZYwWNZE 2MIMLIOTUSHICBY JEL
MAkGALUEBhMCVVMxF zAVBgNVBAOTD1Z1cml TakduLCBIbmMuMRBWHQYDVQQLEX ZL
ZXJpU21nbiBUcnVzdCBOZXR3b3IrMTowdAYDVQQLEZEoYykgMjAWNIBWZXIpU21n
biwgSW5jLiAtIEZvciBhdXRob3IpemVkIHVzZSBvbmxSMUUWQWYDVQQDEzxWZIXIp
U21nbiBDbGFzcyAzIFB1YmxpYyBQemltYXISIENLcnRpZml JYXRpb24gQxXvaacay
aXR5ICegRzUwggEiMABGCSqGSIb3DQEBAQUAAATBDWANE gEKACTBAQCvIAgIKX ol
nmAMqudLO@7 cFLwBRRY TKAD+KQLS Vi JZTUVI XxregxiveisCqgpkkzi/iSvbex
touz/o9+B1fs7ePbZmMIVYcIgDaTY3vigw2 IIPVQTE@NKWVSFIulr Jxufé /WhkcIz
SdhDY2pSS9KPEHBRTAGIaXvHCPaz 3B1023tdS1bT1r8Vd66wIKI18q8ckmcYSTQG
BO+QueQASNE6tRA/ArraP07gi+s31420162yvASrallk TMZHR:xAY3IQkGEGT2ZRT+
rCpSx4/VBEnkJWNHiDxpg8v+R7@rfk/F1la40ndTRQBENC+MUCHT 1PS9zuDMKZ 10/
NIeWiuSTECUVAEMBAAGT EbTwga8wDwWYDVRETAQH/ BAUWAWEE/ A0BENVHOSBATEE
BAMCAQYWbQYTKwYBBQUHAQWEYTET oV 2gWzBZMF cwVRYJaWlhZ 2Uv 7 21mMCEwHz AH
BgUrDgMCGEQUI+XTGoas Y5 rud+AatRIGCx7G54wIRY jaHRBcDov L2xvZ 28 udmvy
aXNpZ24u¥29tL3ZzbGoInbySnakYwHQYDVREOBEYEFH/ TZaTC3ey7BDAISAMS+gKy
MzEzMARGCSgGSIb3DQEBBQUAA4IBAQCTJEoWX2LP2BqYLz3q3 ktvXf2pxki00zE
pEBAEQLiDKVWIMXNL2YtmAL+X6/ WzCh1B8gGqUBpH3vnST 1]aCGkgDdk+blidBDNTY
5gaRQBiS+MHt39tBquClWIMNNZBU4AgemU7qKEKQsTb47bDNe1Atukix1EGKFEBWLE
WESgyn6CagsCqiUX0bXbf+=EZ5qVir2G316BFoMtEMze/ aiCkm@oHWRLXxOXnG1YZ
4fQRbxC11fznQgUy286dUV4otpeF@lvvpX1FQHKOtWSrDgb7MzVIchidI4vEZVEN
hnacRHr21Vz2XTIIMERUthg/aF zyQkqFOFSDX9HoLPKsEdacTliNg

----- END CERTIFICATE-----

13. Go back to the AWS IoT dashboard and click on the Registry and Things link.
You will see the “thing” that you just created.
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B#  Services ~  Resource Groups *

Welcome to the new AWS 10T Console.  Take me to the old console  Dismi

4y aws ioT Things

@ Dashboard SE’,'] ]2

Things teact

@ Secunt

8512cb54-f4b8-49ca-h

14. Click on the thing that you created.
15. To fill in the AWS IoT parameters, do the following:
e Click on the Interact link
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Details

=3

Thing ARN

Edit

Type

0 Attributes

e The Rest API Endpoint is the target host of the ThingsPro AWS IoT connection UI.

8112

NO TYPE

Interact

Actions ~

srted. Connect a device

test APl Endpoint. Learn more

21PN IR R ot ns-west) amazonaws.com

MQTT

s topics to enable applications and things to get, update, or delete the state inform

Thing Shadow) Learn more

Update to this thing shadow

$aws/things/8112/shadow/update

Update to this thing shadow was accepted

Saws/things/8112/shadow/update/ac

Update this thing shadow documents

ocuments

Saws/things/8112/sk
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e The update to this thing shadow is the Topic of ThingsPro AWS IoT connection UI.

8112
O T
e Actions -
t I ady ap) 3 cted Connect a device
HTTPS
I Interact hing Shadow using this Rest APl Endpoint. Learn more

topics to enable applications and things to get, update, or delete the stat

Thing Shadow) Learn more

Update to this thing shadow

$aws/things/8112/shadow /update

Update to this thing shadow was accepted

baws/things/8112/shadow /update/accepted

Update this thing shadow documents

Saws/things/8112/shadow./update/documents

With above information, you should be able to fill up all required information for connecting to AWS

IoT service.
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AWS loT

Enable

16
n Update on chagne

xo0oo0oooo. ot us-west-2 amazonaws.com

as8s

Il

i

Saws/things/test/shadow/update

root-CA crt

SELECT
:E-'t-if-c.:ta;e-.:-:-err'.c:'t_ o - SELECT
p'i';-';te_.per:'l.key o SELECT
6 Additional Reading

Getting Started with AWS IoT
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