











Figure 2.7 LTE Module Installation Order

In the previous figure, the DIP switch is shown. See the following for DIP switch
settings:

— DIP switch 2 ON: LTE is enabled
— DIP switch 2 OFF: WiFi is enabled.

221.2

Warning! Power down and disconnect the power cord before servicing or wiring

the device.

Caution! Do not disconnect modules or cabling unless the power is first switched

off.

A The device only supports the voltage outlined in the type plate. Do not
use any other power components except those specifically designated
for the device.

Caution! Disconnect the power cord before installation or cable wiring.

A

To install a SIM card:
1. Position the device on a clean work surface.
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2. Turn the thumb screws to release the front panel.

Figure 2.8 Releasing a Front Panel

3. Grasp the edge of the front panel and rotate it to open it. Do not completely pull
off the front panel to prevent the connected cables from detaching or possible
damage.

Figure 2.9 Opening a Front Panel

4.  Locate the SIM slot for installation, see “SIM Population Matrix” on page 9 for
further information.
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5. Slide the slot cover to unlock it and rotate it open.

Figure 2.10 Unlocking a Slot Cover
6. Insert the SIM card into the slot with the gold contacts facing down, refer to the
markings displayed next to the slot for correct placement.
7. Rotate the slot cover to the closed position and slide it to lock the SIM card in
place.

Figure 2.11 Installing a SIM Card

8. Rotate the front panel over the device and install it. Make sure the screw holes
on the cover are aligned with those on the device.

Figure 2.12 Installing a Front Panel

EKI-1652WT Series User Manual 12



2.2.2

9. Lock the front panel in place by securing it with the screws.

Figure 2.13 Securing a Front Panel

The wall mounting option provides protection from shock and vibration when in
operation.

Note!  When installing, make sure to allow for enough space to properly install
~~ the cabling.
=

To wall mount the device

1. Locate the mounting brackets and position them on the sides of the device.

2. Secure the brackets to the device with the provided screws.

3. On the installation site, place the device firmly against the wall. Make sure the
device is vertically and horizontally level.

4. Insert a pencil or pen through the screw holes on the mounting brackets to mark
the location of the screw holes on the wall.

5. Remove the device from the wall and drill holes over each marked location (4)
on the wall. If installing on a wooden surface, keeping in mind that the holes
must accommodate wall sinks in addition to the screws.

If necessary, insert the wall sinks into the drilled screw holes.

6. Reposition the device over the marked area and align the screw holes.

7. Starting from one corner insert a screw and half tighten them to install the
device.
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8.  Starting from one corner and continuing diagonally, tighten each screw to
secure the mounted device.

2,
0 ;v“‘
<

\ & 9
}*(\é\ﬁ\}% /

Figure 2.14 Wall Mount Installation

2.2.3 Wireless Connection
WLAN and LTE antennas are supported by the device. To install an antenna see the
following information.
1. Connect the antenna by screwing the antenna connectors in a clockwise
direction.

Figure 2.15 Installing an Antenna
2. Position the antenna for optimal signal strength.
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Note! The location and position of the antenna is crucial for effective wireless

connectivity

N

Figure 2.16 Positioning the Antenna

2.2.4 Network Connection

The managed Ethernet models have Gigabit Ethernet ports (8-pin shielded M12
connector with X coding) circular connectors. The 10/100/1000Mbps ports located on
the switch's front side are used to connect to Ethernet-enabled devices.

2241 M12 X-Coded Connector Pin Assignment

Figure 2.17 M12 X-Coded Connector Pin Assignment

DA+
DA-
DB+
DB-
DD+
DD-

O|IN[O|OA|[PR|WIN|-=

DC+
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2.3

The Alarm Contacts feature, standard on EKI-1652WT Series, provides one Form
Normally Closed (NC) contact to which the user can attach one set of status
monitoring wires at the green terminal block.

The NC Alarm Contact is held closed when there is power on the mainboard inside of
the switch. This provides a “Hardware Alarm” (labeled H/W) because the NC
contacts will open when internal power is lost, either from an external power down
condition or by the failure of the power supply inside of the EKI-1652WT Series.

® @
®
@ ©

Figure 2.18 Alarm Contact Pin Assignment

Pin Description
P1-N

P1-P

P1-N

P2-P

NA

AN B[W|IN|~

2.31

23141

Warning! Power down and disconnect the power cord before servicing or wiring

the device.

Caution! Do not disconnect modules or cabling unless the power is first switched

off.

A The device only supports the voltage outlined in the type plate. Do not
use any other power components except those specifically designated
for the device.

Caution! Disconnect the power cord before installation or cable wiring.

A\

The device can be powered by using the same DC source used to power other
devices. A DC voltage range of 24 to 48 Vpc must be applied, see the following

illustrations. The chassis ground screw terminal should be tied to the panel or
chassis ground. A redundant power configuration is supported through a secondary
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2.3.1.2

2313

power supply unit to reduce network down time as a result of power loss. Dual power
inputs are supported and allow you to connect a backup power source.

Single DC Power Redundant DC Power
P2 P1 - /H P2 P1 - 17
Chassis Chassis
GND GND
(pane) (pane)
One DC Supply Dual DC Supplies

Figure 2.19 Power Wiring for EKI-1652WT Series

Take into consideration the following guidelines before wiring the device:

The Terminal Block (CN1) is suitable for 12-24 AWG (3.31 - 0.205 mm?). Torque
value 7 Ib-in.
The cross sectional area of the earthing conductors shall be at least 3.31 mm?Z.

Calculate the maximum possible current for each power and common wire.
Make sure the power draw is within limits of local electrical code regulations.

For best practices, route wiring for power and devices on separate paths.
Do not bundle together wiring with similar electrical characteristics.
Make sure to separate input and output wiring.

Label all wiring and cabling to the various devices for more effective
management and servicing.

Note!  Routing communications and power wiring through the same conduit

may cause signal interference. To avoid interference and signal
I;J degradation, route power and communications wires through separate
conduits.

Caution! Do not disconnect modules or cabling unless the power is first switched

off.
A The device only supports the voltage outlined in the type plate. Do not

use any other power components except those specifically designated
for the device.

Caution! Before connecting the device properly ground the device. Lack of a

hazardous.

C proper grounding setup may result in a safety risk and could be

Caution! Do not service equipment or cables during periods of lightning activity.

A
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Caution! Do not service any components unless qualified and authorized to do

e

Caution! Do not block air ventilation grills.

A\

Electromagnetic Interference (EMI) affects the transmission performance of a device.
By properly grounding the device to earth ground through a drain wire, you can setup
the best possible noise immunity and emissions.

Connectionto  (O)
Grounding Point |

Drain Wire with Lug

Figure 2.20 Grounding Connection

By connecting the ground terminal with a drain wire to earth ground, the device and
chassis can be grounded.

Note!  Before applying power to the grounded device, it is advisable to use a
volt meter to ensure there is no voltage difference between the power
supply’s negative output terminal and the grounding point on the device.
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2.3.1.4 Connecting the Power Inputs

Caution! Do not disconnect modules or cabling unless the power is first switched

off.

A The device only supports the voltage outlined in the type plate. Do not
use any other power components except those specifically designated
for the device.

Warning! Power down and disconnect the power cord before servicing or wiring

the device.

To connect the power inputs:

Make sure the power cable is not connected to the switch or the power converter
before proceeding.

1. Remove the protection cap from the port.

0.0% )o

Figure 2.21 Removing a Protection Cap

2. Align the notch on the cable with the protrusion on the connector port. Before
inserting the cable, the cable must be aligned to the connector to prevent
damage to the pins in the port.

3. Insert the cable and gently push it in. If there is any resistance, remove the
cable and re-align it with the connector.

4. Once the cable is fully seated in the port, turn the nut on the cable to secure it to
the connector.

Figure 2.22 Installing the Power Cable
The power input is now connected to the switch. The switch can be powered on.
To remove the power inputs:

19 EKI-1652WT Series User Manual




23.1.5

Make sure the power is not connected to the device or the power converter before
proceeding.

1. Loosen the screws securing the connector to the power cable receptor.
2. Remove the power cable from the device.

Figure 2.23 Removing the Power Cable

Standard M12 A-Coded 4 Poles Pin Assignment
This section describes the proper connection of the 24, 48, 72, 96 and 110 Vp to the

DC power connector on the switch. The DC input connector is located on the left side
of the front panel. The power terminals are connected as shown in the following
figure. Simply align the keyed female connector to the male connector and twist the
threaded to secure.

@ @
®
® @

Figure 2.24 Standard M12 4 Poles Male DC Power Input Connector

Pin Description
V1-

V1+

V2+

V2-

GND

|| W|IN|-
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Web Interface



3.1

To access the login window, connect the device to the network, see “Network
Connection” on page 15. Once the device is installed and connected, power on the
device see the following procedures to log into your device.

When the device is first installed, the default IP is 192.168.1.1. You will need to make
sure your network environment supports the device setup before connecting it to the
network.

1. Launch your web browser on a computer.

2. Inthe browser’s address bar type in the device’s default IP address
(192.168.1.1). The login screen displays.

3.  Enter the default user name and password (admin/admin) to log into the
management interface. You can change the default password after you have
successfully logged in.

4.  Click Login to enter the management interface.

Username
Password

Figure 3.1 Login Screen

Note!  Screen may differ depending on Web browsers.
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3.11

The HTTP page allows you to configure the WiFi AP login details.

1. Log in to the user interface menu, see “Basic” on page 31.

2. Navigate to Management > Password Manager. The HTTP configuration page
displays.

3. Enter the user name of the profile to change (currently logged in user displays),
then enter the new password under the Password field.

4. Re-type the same password in the Confirm Password field.
5. Click Submit to change the current account settings.

& Password Manager -~

Usermname admin

Password

Confirm Password

Figure 3.2 Management > Password Manager
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3.2 Overview

To access this page, click Overview.

& System Info

Information Name
Firmware Version
Local Hostname
System Time
System Up Time

Model Name

B8 LAN Interface

Information Name

LAN Status

WLAN Status

B WAN Interface

Information Name

ETHWAN

Cellular Status

B DHCP Leases

Hostname

Information Value

123

Advantech

Fri Dec 15 03:29:06 2023
0 day 20 hr 40 min 19 sec

EKI-1652WT

Information Value

¢* Address: 192.168.1.1
Netmask: 255.255.255.0
Gateway: 0.0.0.0
DNS Server:
RX: 11.37 MB (101283 Pkts.)
TX: 24.54 MB (103249 Pkts.)
MAC-Address: 02:DB:1C:7D:76:AA

Mode: Access Point | SSID: EKI-1652WT
BSSID: 02:DB:1C:7D:76:AB | Encryption: None
Channel: 6 (2.437 GHz) | Tx-Power: 30 dBm
Country: US

Figure 3.3 Overview

Information Value

#* Address: 192.168.20.102
Netmask: 255.255.255.0
Gateway: 192.168.20.1
DNS Server:
RX: 0 B (0 Pkts.)
TX: 240 B (2 Pkts.)
MAC-Address: 02:DB:1C:7D:76:AC

o Type:
Current SIM:
Network Provider:
Signal Level: dBm
Internet Status: Disconnected
IP Address:
Netmask:
Default Gateway:
Connection Time: 0 day O hr 0 min 0 sec

IPv4-Address MAC-Address Lease Time Remaining

There are no active leases.

Figure 3.4 Overview Continued
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B DHCP Leases A

Hostname IPv4-Address MAC-Address Lease Time Remaining

There are no active leases.

B Working WAN Interface ~

Information Name Information Value

Working WAN Interface Cellular

B System Status ~

Information Name Information Value
Memory Utilization B5%,

CPU Utilization 9%

Figure 3.5 Overview Continued
The following table describes the items in the previous figure.

Item Description

System Info

Firmware Version Displays the current firmware version of the device.

Local Hostname Displays the current local hostname of the device.

System Time Displays the current date of the device.

System Up Time Displays the time since the last device reboot.

Model Name Displays the model name of the device.

LAN Interface

LAN Status B Address: Displays the assigned IP address of the LAN
interface.

B Netmask: Displays the assigned netmask of the LAN
interface.

Gateway: Displays the assigned gateway for the LAN
interface.

DNS Server: Displays the IP address of the LAN interface.
RX: Displays the receiving volume of data in bytes.

TX: Displays the transmission volume of data in bytes.
MAC Address: Displays the MAC address of the device.

Mode: Displays the WLAN mode type.

SSID: Displays the assigned WLAN SSID.

BSSID: Displays the assigned the WLAN BSSD.

Encryption: Displays the assigned WLAN encryption.
Channel: Displays the assigned WLAN encryption.
Tx-Power: Displays the assigned WLAN transmission power.
Country: Displays the designated country code.

WLAN Status

WAN Interface
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Item Description
ETHWAN B Address: Displays the assigned IP address of the ETHWAN
interface.
B Netmask: Displays the assigned netmask of the ETHWAN
interface.
B Gateway: Displays the assigned gateway for the ETHWAN
interface.
B DNS Server: Displays the IP address of the ETHWAN
interface.
B RX: Displays the receiving volume of data in bytes.
B TX: Displays the transmission volume of data in bytes.
B MAC Address: Displays the MAC address of the device.
Cellular Status B Type: Displays the LTE type.
B Current SIM: Displays the status of the SIM slot.
B Network Provider: Displays the name of the provider of the
LTE carrier.
B Signal Level: Displays the signal level in dBm.
B Internet Status: Displays the status of the Internet
connection.
B |P Address: Displays the IP address of the current
connection.
B Netmask: Displays the netmask of the current connection.
B Default Gateway: Displays the gateway of the current
connection.
B Connection Time: Displays the uptime of the connection.

DHCP Leases

Active Leases

Displays the active DHCP leases.

Working WAN Interface

Working WAN Interface

Displays the active WAN interfaces (Cellular).

System Status

Memory Utilization

Displays the total memory utilization in terms of percentage.

CPU Utilization

Displays the total CPU utilization in terms of percentage.

EKI-1652WT Series User Manual
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3.3

3.31

To access this page, click Interface > LAN.

£ LAN Inlerface Selup
Local Hostname
Domain Name
Protocol
IP Address
Subnet Mask
DHCP Server

DHCP Server

Start IP Address
Pool Counter

Leasetime

Static DNS 1
Static DNS 2
Static Hosts

IP Address

Add

192.168.1.1

® Enabled (Q Disabled

192.168.1.100

Ildentified by Delete

Figure 3.6 Interface > LAN

The following table describes the items in the previous figure.

Item

Description

LAN Interface Setup

Local Hostname

Enter the device name: up to 31 alphanumeric characters.

Domain Name

Enter the name to be assigned for the interface domain.

Protocol Click the drop-down menu to assign the type of protocol to the
interface: DHCP Client or Static (default).
IP Address Static Protocol Only:

Enter a value to specify the IP address of the interface. The default
is 192.168.1.1.

Subnet Mask

Static Protocol Only:
Enter a value to specify the IP subnet mask for the interface. The
default is 255.255.255.0.

DHCP Server

DHCP Server

Click to enable or disable the DHCP server function.

Start IP Address

Enter the starting IP address of the DHCP pool.

Pool Counter

Enter the value to define the number of allowed DHCP leases.

Leasetime Enter the lease time duration in Days (0-365), Hours, (0-23),
Minutes (0-59), and Seconds (0-59).

Static DNS 1 Enter the IP address of the primary DNS.

Static DNS 2 Enter the IP address of the secondary DNS.

Static Hosts

Submit Click Submit to save the values and update the screen.
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Note!  All new configurations will take effect after rebooting. To reboot the

3.3.2

|—|_ device, click Management > Reboot Device.

The ETHWAN function provides support for different Protocol settings, such as:
PPTP, PPPoE, DHCP, and Disabled.

3.3.21

To access this page, click Interface > ETHWAN > Protocol.

£ ETHWAN Interface Selup

Ethernet WAN

Protocol

IP Address

Subnet Mask

Default Gateway

Service |P Address

Username

Password

Figure 3.7 Interface > ETHWAN > PPTP

The following table describes the items in the previous figure.

Item

Description

Ethernet WAN

Click the drop-down menu to select the WAN interface: Disable or
ETH 2.

Protocol

Click the drop-down menu to determines the specific
communication protocol that the interface will use to transmit and
receive data over the Wide Area Network (WAN).

Options: PPTP - Point-to-Point Tunneling Protocol for a secure,
encrypted tunnel over a public network.

IP Address

Static Protocol Only:
Enter a value to specify the IP address of the interface. The default
is 192.168.1.1.

Subnet Mask

Static Protocol Only:
Enter a value to specify the IP subnet mask for the interface. The
default is 255.255.255.0.

Default Gateway

Static Protocol Only:
Enter a value to specify the default gateway for the interface.

Service IP Address

Enter the IP address that serves as the specific destination
address to initiate and establish the PPTP VPN tunnel over the
WAN connection.

Username Enter the string to define a user name.
Password Enter a string to bind to the defined user name.
Submit Click Submit to save the values and update the screen.

EKI-1652WT Series User Manual
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3.3.2.2

To access this page, click Interface > ETHWAN > Protocol.

£ ETHWAN Interface Selup

Figure 3.8 Interface > ETHWAN > PPPoE

The following table describes the items in the previous figure.

Item Description

Ethernet WAN Click the drop-down menu to select the WAN interface: Disable or
ETH 2.

Protocol Click the drop-down menu to determines the specific
communication protocol that the interface will use to transmit and
receive data over the Wide Area Network (WAN).

Options: PPPoE (Point-to-Point Protocol over Ethernet) - Used for
broadband connections like DSL or cable.

Username Enter the string to define a user name.

Password Enter a string to bind to the defined user name.

Service Name

Enter the unique identifier string to specify the particular PPPoE
service to establish a connection at the ISP (Internet Service
Provider).

MTU

Enter the value to determine the largest size of a data packet,
measured in bytes, that can be transmitted over the PPPoE
connection.

Keep Alive

Enter the value in seconds to determine the frequency in which
packets are sent out to the PPPoE server at the ISP to reaffirm the
connection to the ISP, preventing termination due to inactivity.

Submit

Click Submit to save the values and update the screen.
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3.3.2.3

To access this page, click Interface > ETHWAN > Protocol.

£ ETHWAN Interface Selup

Ethernet WAN

Protocol

IP Address

Subnet Mask

Default Gateway

DNS Server 1

DNS Server 2

Figure 3.9 Interface > ETHWAN > Static
The following table describes the items in the previous figure.

Item Description

Ethernet WAN Click the drop-down menu to select the WAN interface: Disable or
ETH 2.

Protocol Click the drop-down menu to determines the specific
communication protocol that the interface will use to transmit and
receive data over the Wide Area Network (WAN).

Options: Static IP - Manually configuring a fixed IP address and
other network settings.

IP Address Static Protocol Only:

Enter a value to specify the IP address of the interface. The default
is 192.168.1.1.

Subnet Mask

Static Protocol Only:
Enter a value to specify the IP subnet mask for the interface. The
default is 255.255.255.0.

Default Gateway

Static Protocol Only:
Enter a value to specify the default gateway for the interface.

DNS Server 1 Enter the primary server address to query for a DNS resolution.
DNS Server 2 Enter the secondary server address to query for a DNS resolution.
Submit Click Submit to save the values and update the screen.

3.3.24

To access this page, click Interface > ETHWAN > Protocol.

£ ETHWAN Inlerface Selup

Ethernet WAN

Protocol

ETH 2 v

DHCP Client v

Figure 3.10 Interface > ETHWAN

The following table describes the items in the previous figure.

Item

Description

Ethernet WAN

Click the drop-down menu to select the WAN interface: Disable or
ETH 2.

EKI-1652WT Series User Manual

30



3.3.2.5

3.3.3

3.3.3.1

Item Description

Protocol Click the drop-down menu to determines the specific
communication protocol that the interface will use to transmit and
receive data over the Wide Area Network (WAN).

Options: DHCP - Request IP settings from the DHCP server.

Submit Click Submit to save the values and update the screen.

To access this page, click Interface > ETHWAN > Protocol.
£ ETHWAN Interface Setup A

Ethernet WAN Disable e

Figure 3.11 Interface > ETHWAN
The following table describes the items in the previous figure.

Item Description

Ethernet WAN Click the drop-down menu to select the WAN interface: Disable or
ETH 2.

Submit Click Submit to save the values and update the screen.

The WLAN settings function provides two operation mode types: Access Point and
Wireless WAN.

The Access Point mode is available under the Basic WLAN Settings.
To access this page, click WLAN > Basic.

£ Basic WLAN Sellings ~

WLAN Network

Operation Mode Access Point -

State @ Enabled O Disabled
SSID EKI-1652WT
S5ID Broadcast Enable w
AP Isolation Enable w

BSSID 02.DB1C.7TD.T6.AB

Operation Frequency

Country Code US (United States) e
Band 24G bl
Channel Bandwidth 11bfg - Non-HT(Legacy) bt

Channel | Frequency AutoSelect w

Figure 3.12 WLAN > Basic
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The following table describes the items in the previous figure.

Item

Description

Wireless Network

Operation Mode

Click the drop-down menu to select an operation mode: Access
Point or Wlireless WAN.

State

Click the radio button to enable or disable the operation mode.

SSID

Enter the name to distinguish it from other networks in your
neighborhood.

SSID Broadcast

Click the drop-down menu to enable or disable the SSID broadcast
function. The function is only enabled when Operation Mode is set
to Access Point.

AP [solation Click the drop-down menu to enable or disable the AP Isolation
function.The function is only enabled when Operation Mode is set
to Access Point.

BSSID Display the MAC address of the device.

Operation frequency

Country Code Click the drop-down menu to select the country code to specify
different selectable channels. Available options: US (United
States), Germany, France, China and Japan. Some specific
channels and/or operational frequency bands are country
dependent.

Band Click the drop-down menu to select the band channel.

Channel Bandwidth

Click the drop-down menu to select the band and channel
bandwidth: 11b/g - Non-HT (Legacy), 11n - HT20, 11n - HT40, or
11ac - VHT 80.

Channel / Frequency

Click the drop-down menu to select a wireless channel/frequency:
— AutoSelect
— Channel 1: 2.412 GHz
— Channel 2: 2.417 GHz
— Channel 3: 2.422 GHz
— Channel 4; 2.427 GHz
— Channel 5: 2.432 GHz
— Channel 6: 2.437 GHz
— Channel 7: 2.442 GHz
— Channel 8: 2.447 GHz
— Channel 9: 2.452 GHz
— Channel 10: 2.457 GHz
— Channel 11: 2.462 GHz
— Channel 12: 2.467 GHz
— Channel 13: 2.472 GHz
— Channel 14: 2.484 GHz (802.11b)

Submit

Click Submit to save the values and update the screen.
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The Wireless WAN mode is available under the Basic WLAN Settings.
To access this page, click WLAN > Basic > Operation Mode > Wireless WAN.

£ Basic WLAN Sellings
WLAN Network
Operation Mode

State

SSID
AP BSSID

Scan Hidden S5ID
MAC Address

Protocol
Operation Frequency
Country Code

Channel Selection

Figure 3.13 WLAN > Operation Mode > Wireless WAN
The following table describes the items in the previous figure.

Item

Description

WLAN Network

Operation Mode

Click the drop-down menu to select an operation mode: Access
Point or Wlireless WAN.

State Click the radio button to enable or disable the operation mode.

SSID Enter the name to distinguish it from other networks in your
neighborhood.

AP BSSID Click the drop-down menu to enable or disable the SSID broadcast

function. The function is only enabled when Operation Mode is set
to Access Point.

Scan Hidden SSID

Click the drop-down menu to enable or disable the AP Isolation
function.The function is only enabled when Operation Mode is set
to Access Point.

MAC Address

Display the MAC address of the device.

Protocol

Click the drop-down menu to assign the type of protocol to the
network: DHCP Client or Static.

Operation frequency

Country Code

Click the drop-down menu to select the country code to specify
different selectable channels. Available options: US (United
States), Germany, France, China and Japan. Some specific
channels and/or operational frequency bands are country
dependent.

Channel Selection

Click the drop-down menu to select Auto (default) or Manual. The
Auto selection allows the device to select a band. The Manual
selection provides access to a selection of the option band
(2.4GHz / 5GHz). The function is only enabled when Operation
Mode is set to Client.

Submit

Click Submit to save the values and update the screen.
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3.3.3.2

The Access Point Settings are available under the Access Point Operation Mode.
The operation mode must be configured for Access Point.

To access this page, click WLAN > Advanced.

£ Advanced WLAN Sellings

Access Point Settings

Beacon Interval
Data Beacon Rate (DTIM)
20/40 Coexistence
HT LDPC

Advanced WLAN Setting
RTS Threshold
Transmission Power
WMM

Short Guard Interval

ms (20 -999 )

Enable v

Enable w

Enable w

Enable v

Figure 3.14 1 WLAN > Advanced

The following table describes the items in the previous figure.

Item

Description

Access Point Settings

Beacon interval

Enter the value to define the time lag between each of the beacons
sent by the access point. Default: 100 ms (20 - 999).

Data beacon rate
(DTIM)

Enter the value to define the rate at which beacons are sent.
Default: 2 ms (1 - 255).

20/40 Coexistence

Click to disable or enable the coexistence, when enabled it
functions to avoid interference between wireless networks.

HT LDPC

Click to disable or enable the HT Low Density Parity Check
(LDPC) support, when enabled it supports receiving LDPC coded
packets.

Advanced WLAN Setting

RTS Threshold

Enter the value as the threshold for the request to send function. A
lower threshold increases the WLAN stability, default:
2347 (1 -2347).

Transmission Power

Click the drop-down menu to set the transmission power.
Settings: Full, Half, Quarter.

WMM

Wireless Multimedia (WMM) is enabled by default.

Short Guard Interval

Click the drop-down menu to enable/disable the short guard
interval. In 802.11 operation, the guard interval is 800ns. The short
guard interval time is 400ns to allow for an increased throughput.

Submit

Click Submit to save the values and update the screen.
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3.3.3.3

To access this page, click Interface > WLAN > Security > Security Mode.

£ WLAN Security/Encryplion Sellings ~

Security Palicy

Security Mode MNone ~

Figure 3.15 Interface > WLAN > Security > Security Mode
The following table describes the items in the previous figure.

Item Description

Security Policy

Security Mode Click the drop-down menu to select the encryption when
communication. Available options: None, WEP, WPA-Personal and
WPA/WPA2-Enterprise. If data encryption is enabled, the key is
required and only sharing the same key with other wireless
devices can the communication be established.

Submit Click Submit to save the values and update the screen.

To access this page, click Interface > WLAN > Security > Security Mode > WEP.

£ WLAN Security/Encryplion Sellings ~
Security Policy

Security Mode WEF v
Wire Equivalence Protection (WEP)

Default Key Index Key 1 v

WEP Key 1 ASCI v
Unmask

WEP Key 2 ASCII v
Unmask

WEP Key 3 ASCII ~
" Unmask

WEP Key 4 ASCI v

Unmask

Figure 3.16 Interface > WLAN > Security > Security Mode > WEP
The following table describes the items in the previous figure.

Item Description

Security Policy

Security Mode Click the drop-down menu to select the encryption when
communication. Available options: None, WEP, WPA-Personal and
WPA/WPAZ2-Enterprise. If data encryption is enabled, the key is
required and only sharing the same key with other wireless
devices can the communication be established.

Wire Equivalence Protection (WEP)

Default Key Index Click the drop-down menu to select one of the four defined key
indexes as defined by the WEP Key # fields in the following
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Item Description

WEP Key 1 Enter up to four WEP keys. Enter a string of characters dependent
WEP Key 2 on the key type:

ASCII -- Upper and lower case alphabetic letters, the numeric
WEP Key 3 . :

digits, and special symbols such as @ and #.
WEP Key 4 Hex -- Digits 0 to 9 and the letters Ato F.

Click Unmask to view the password entry.
Submit Click Submit to save the values and update the screen.

To access this page, click Interface > WLAN > Security > Security Mode > WPA-
Personal.

£ WLAN Security/Encryplion Sellings ~
Security Policy
Security Mode WPRA-Personal w
WPA-Personal
WPA Version WPAT+WPAZ v
WPA Cipher KIP+AES v

Pass Phrase

_| Unmask

Figure 3.17 Interface > WLAN > Security > Security Mode > WPA-Personal
The following table describes the items in the previous figure.

Item Description

Security Policy

Security Mode Click the drop-down menu to select the encryption when
communication. Available options: None, WEP, WPA-Personal and
WPA/WPAZ2-Enterprise. If data encryption is enabled, the key is
required and only sharing the same key with other wireless
devices can the communication be established.

WPA-Personal

WPA Version Click the drop-down menu to designate the specific authentication
type. Settings: WPA1+WPA2, WPA1, WPA2,

WPA Cipher Click the drop-down menu to apply the encryption. Settings:
TKIP+AES, TKIP, AES.

Pass Phrase Enter the a unique password to define the passphrase for

authentication access.
Click Unmask to view the password entry.

Submit Click Submit to save the values and update the screen.
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To access this page, click Interface > WLAN > Security > Security Mode.

Security Policy

Security Mode WPAMWPAZ-ENterprise b

WPA-enterprise settings

Radius Server IP Address 192.165.1.2

Port

Shared Secrets | sreesis

Figure 3.18 Interface > WLAN > Security > Security Mode

The following ta

ble describes the items in the previous figure.

Item

Description

Security Policy

Security Mode

Click the drop-down menu to select the encryption when
communication. Available options: None, WEP, WPA-Personal and
WPA/WPAZ2-Enterprise. If data encryption is enabled, the key is
required and only sharing the same key with other wireless
devices can the communication be established.

WPA -enterprise

Settings

Radius Server IP
Address

Enter the IP address of the target radius server.

Port

Enter the port address of the listed radius server.

Shared Secrets

Enter the value to server as the shared secret key for the identified
server.
Click Unmask to view the password entry.

Submit

Click Submit to save the values and update the screen.

3.3.34

To access this page, click Interface > WLAN > Statistics.

B Overview
Information Name
Mode
Channel / Frequency

B3SID

B Station List

Station BSSID

B Wian status
Information Name
TX Packets
TX Byles
RX Packets

RX Bytes

Information Value

Signal Level Connected Time TH/RX Rate Tx Packets/Bytes RxX Packets/Bytes

Information Value
46509

7165577

Figure 3.19 Interface > WLAN > Statistics
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The following table describes the items in the previous figure.

Item Description

Mode Display the current operation mode of the device.

SSID Display the SSID.

Channel / Frequency Display the current channel / frequency of the device.

BSSID Display the MAC address of the device.

Station BSSID Displays the basic service set identifier, access point unique MAC
address.

Signal Level Displays the power level measure in decibel-milliwatts of the listed
BSSID.

Connected Time Displays the total uptime period.

Tx/Rx Rate Displays the transmit to receive rate of the connected client.

Tx Packets/Bytes Displays the total Tx packets and corresponding bytes.

Rx Packets/Bytes Displays the total Rx packets and corresponding bytes.

TX Packets Display the current Tx packets.

TX Bytes Display the current Tx bytes.

RX Packets Display the current Rx packets.

RX Bytes Display the current Rx bytes.

3.3.3.5
Access Control allows for an administrator to allow or deny access by defining
specific devices through their MAC address.

To access this page, click Interface > WLAN > Traffic Control.
£ Access Control Method A
Acoess Control Method | Deny v
MAC 1
mac 2
macs
WA 4
macs

MAC &

MAC 30
MAC 31

MAC 32

==

Figure 3.20 Interface > WLAN > Traffic Control

Access Control Method Click the drop-down menu to set the access control method:
Disable (default), Deny or Allow.
In the Deny or Allow menu, enter the MAC address of the target
device - support for up to 32 target devices.

Submit Click Submit to save the values and update the screen.

Note!  The previous figure was altered for instructional purposes.
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3.3.3.6
To access this page, click Interface > WLAN > Log.

& Auto Scroll
— . 259

Figure 3.21 Interface > WLAN > Log
The following table describes the items in the previous figure.

Item Description
Download Click Download to download the log file.
Auto Scroll Click to allow for auto scrolling in the event of a large log entry list.
3.34
3.3.41
To access this page, click Interface > Cellular > Basic.
£ Basic Sellings A
Default SIM SIM 1 v

Redial-Up Policy Use default SIM when connection fails v
Ping IP Address 8888

Ping Interval

Figure 3.22 Interface > Cellular > Basic
The following table describes the items in the previous figure.

Item Description

Initial State Click to define the state of the service. Setting: Online or Offline.

Default SIM Click the drop-down menu to select the default SIM slot. Setting:
SIM 1 or SIM 2.

Redial-Up Policy Click to select how the device reconnects to the cellular network if
a connection is lost or fails to establish initially.

Ping IP Address Enter the IP address to initiate a ping test to determine the SIM
connectivity state.

Ping Interval Enter a variable to determine the frequency between ping
functions. Settings: 3 - 36000

Submit Click Submit to save the values and update the screen.
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3.34.2

To access this page, click Interface > Cellular > SIM 1

£ 5M1

APN Configuration

APN Internet

FIN ( DD0O - 9939 )
PIN State
FAP! CHAP Username
PAP/ CHAP Password
=
£ SIM1 Cara Utinties
Unblock SIM Card
SIM PUK ( DOOQ00O00 - 99999999 )
MNew SIM PIN BO00 - 9999 )
PIN Protection l—
Enable PIN Protection QO On @ oOf
Current PIN 0000 - 9999 )
Change PIN Code I—
Current PIN 0000 - 9999 )
New PIN ( D00 - 9999 )

Confirm New PIN 0000 - 9999 )

Figure 3.23 Interface > Cellular > SIM 1
The following table describes the items in the previous figure.

Item Description

APN Configuration

APN Enter the access point name setting to setup a connection
between the carrier’s cellular network and the public network.

PIN Enter the variable of the current PIN code. Variable: 0000 to 9999.

PIN State Displays the state of the current PIN.

PAP / CHAP Username Enter the string of the authentication protocol.

PAP / CHAP Password Enter the password bound to the define protocol username.

Submit Click Submit to save the values and update the screen.

Unblock SIM Card

SIM PUK Enter the variable to define the personal unlock key. Variable:
00000000 to 99999999.

New SIM PIN Enter the variable to create a PIN for the SIM after a successful
unlock.

Submit Click Submit to save the values and update the screen.

PIN Protection

Enable PIN Protection

Click to enable or disable the PIN protection function.

Current PIN

Enter the current PIN of the SIM card.
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3.34.3

3.4

3.41

3.4.2

3.4.21

Item Description

Submit Click Submit to save the values and update the screen.

Change PIN Code

Current PIN Enter the variable to define the current PIN code. Variable: 0000 to
9999.

New PIN Enter the variable to define a new PIN code. Variable: 0000 to
9999.

Confirm New PIN Enter the variable to confirm the New Pin entry. Variable: 0000 to
9999.

Submit Click Submit to save the values and update the screen.

For further information regarding configuration of SIM 2 see “SIM 1” on page 40.

A static route provide fixed routing path through the network. It is manually configured
on the router and must be updated if the network topology was changed recently.
Static routes are private routers unless they are redistributed by a routing protocol.

To access this page, click Networking > Static Route.

£ Slalic Roule -~

Target IP Address Netmask Gateway Interface Metric MTU Delete

Figure 3.24 Networking > Static Route
The following table describes the items in the previous figure.

Item Description

Target IP Address Enter an IP address (static route) for this static route.

Netmask Enter a netmask setting (static route) for this static route.

Gateway Enter a gateway setting (static route) for this static route.

Interface Enter an interface for this static route, options: LAN, WAN,
Wireless 2.4GHz, or Wireless 5GHz.

Metric Enter the administrative distance (default: 1) used by the ap to
choose the best path for two or more routes to the same
destination.

MTU Enter the maximum transmission value for the data packets if
applicable.

Delete Click Delete to remove the route from the available list.

Add Click Add to include the route in the static routing policy.

Submit Click Submit to save the values and update the screen.

Port forwarding, also known as port mapping, allows for the application of network
addresses (NAT) the redirection of a communication request from an address and
port to a specified address while the packets traverse the firewall.
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3.4.2.2

3.4.3

3.4.3.1

The function are designed for networks hosting a specific server, such as a web
server or mail server, on the private local network and behind the NAT firewall.

To access this page, click Networking > Forwarding > Port Forwarding.

£ Port Forwarding ~

Enabled Name Start Port End Port Local IP Local Port Protocol Delete

Figure 3.25 Networking > Forwarding > Port Forwarding
The following table describes the items in the previous figure.

Item Description

Enabled Click Download to download the log file.

Name Enter a text string to identify the port forwarding entry.

Start Port Enter the value of the starting port for this entry.

End Port Enter the value of the ending port for this entry.

Local IP Enter the IP address defining the static address of the local IP.

Local Port Enter the value defining the local port.

Protocol Click the drop-down menu to select the protocol setting, options:
TCP, UDP, Both.

Delete Click Delete to remove the selected entry from the port forwarding
policy.

Add Click Add to include the entry in the port forwarding policy.

Submit Click Submit to save the values and update the screen.

A Demilitarized Zone is used to provide Internet services without sacrificing
unauthorized access to its local private network. Typically, the DMZ host contains
devices accessible to the Internet traffic, such as Web (HTTP) servers, FTP servers,
SMTP (e-mail) servers and DNS servers.

To access this page, click Networking > Forwarding > DMZ.
# DMZ Hosl -~

DMZ Host (O Enabled (8 Disabled

P

Figure 3.26 Networking > Forwarding > DMZ
The following table describes the items in the previous figure.

Item Description

DMZ Click the radio button to enable or disable the DMZ function.

IP Enter the IP address to designate a static IP address as the DMZ
target.

Submit Click Submit to save the values and update the screen.

The firewall is a system or group of systems that enforce an access control policy
between two networks. It may also be defined as a mechanism used to protect a
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trusted network from an un-trusted network. The device has capabilities of Source IP
Filtering, Destination IP Filtering, Source Port Filtering, Destination Port Filtering,
Port Forwarding as well as DMZ.

Source IP Filtering: The source IP filtering gives users the ability to restrict certain
types of data packets from users local network to Internet through the device. Use of
such filters can be helpful in securing or restricting users local network.

To access this page, click Networking > Security > Filter.

£ Filler

Enabled Direction

(® Enabled Q Disabled

Source IP Destination IP Protocol Source Port Destination Port Delete

Figure 3.27 Networking > Security > Filter

Item Description

Filter Click the radio button to enable or disable the Filter policy.

Enabled Select to enable the defined filter entry.

Direction Click the drop-down menu to select the direction of the data packet
taffic for the entry: LAN to WAN, WAN to LAN.

Source IP Enter the IP address of the sender address.

Destination IP Enter the IP address of the destination address.

Protocol Click the drop-down menu to select the protocol type for the entry:
TCP, UDP, ICMP.

Source port Enter the port number of the sender IP address.

Destination port

Enter the port number of the destination IP address.

Delete

Click Delete to remove the entry from the Filter policy.

Add

Click Add to include the entry in the Filter policy.

Submit

Click Submit to save the values and update the policy.
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3.44

3441

VPN pass-through is a function of the router, which provides outbound VPN function.
VPN pass-through does not provide inbound VPN function. You can enable VPN
passthrough without the need to open any ports, and it will run automatically.

To access this page, click Networking > OpenVPN > Tunnel 1.

£ OpenVPN

Status
Tunnel 1

Protocol

Port

Remote IP Address

Remaote Subnet

Remote Subnet Mask

Server Network

Server Netmask

Redirect Gateway

Local Interface |P Address

Remote Interface IP Address

Ping Interval

Ping Timeout

Renegotiate Interval

Renegotiate Interval

Max Fragment Size

Compression

NAT Rules Applied
Authenticate Mode
Pre-shared Secret
CA Certificate

DH Parameters
Local Certificate
Local Private Key

Username

Password

Extra Options

Stop
Q Enapled @ Disabled

upe

=3

(1-65535)

[0 - 86400 )

{128 - 16384 )

Figure 3.28 Networking > OpenVPN > Tunnel 1

Item Description
Status Displays the current status of the OpenVPN
Tunnel 1 Click to enable or disable the tunnel.

EKI-1652WT Series User Manual



3.44.2

Item Description

Protocol Click to define the protocol for the tunnel. Settings: UDP, TCP
Server, or TCP Client.

Port Enter the variable to define the tunnel port.

Remote IP Address

Enter the IP address of the remote endpoint.

Remote Subnet

Enter the subnet address of the remote endpoint.

Remote Subnet Mask

Enter the remote subnet mask of the remote endpoint.

Server Network

If Authenticate mode is selected under Server Mode, you need to
assign a server |IP address.

Server Netmask

If Authenticate mode is selected under Server Mode, you need to
assign a server network mask.

Redirect Gateway

Adds (rewrites) the default gateway. All packets are then sent to
this gateway via tunnel, if there is no other specified default
gateway inside them.

Local Interface IP
Address

Specifies the IPv4 address of a local interface.

Remote Interface IP
Address

Specifies the IPv4 address of the interface of opposite side of the
tunnel.

Ping Interval

Enter the variable to define the frequency of the ping activity.
Variable: 1 to 86400.

Ping Timeout

Enter the variable to define the timeout period for a failed ping.

Renegotiate Interval

Enter the variable to define the period of time before initiating a
renegotiation. Variable: 0 to 86400.

Max Fragment Size

Maximum size of a sent packet.

Compression

Click the drop-down menu to select the type of compression.
Setting: None or LZO.

NAT Rules Applied

Activates/deactivates the NAT rules for the OpenVPN tunnel.

Authenticate Mode

Click the drop-down menu to select the authentication mode:
Setting: None, Server Mode, Secret, Password, TLS MClient, TLS
Server, TCL Client.

Pre-Shared Secret

Click Choose File to browse and select a file containing the pre-
shared secret.

CA Certificate

Click Choose File to browse and select a certificate.

DH Parameters

Click Choose File to browse and select a file containing key
exchange protocol.

Local Certificate

Click Choose File to browse and select a file containing the local
certificate.

Local Private Key

Click Choose File to browse and select a file containing a
designated private key.

Username

Enter the string to define a user name.

Password

Enter a string to bind to the defined user name.

Extra Options

Specifies additional parameters for the OpenVPN tunnel, such as
DHCP options. The parameters are proceeded by two dashes.

Submit

Click Submit to save the values and update the policy.

For further information regarding the configuration of the OpenVPN Tunnel function
see “Tunnel 1” on page 44
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3443
For further information regarding the configuration of the OpenVPN Tunnel function
see “Tunnel 1" on page 44

3444
For further information regarding the configuration of the OpenVPN Tunnel function
see “Tunnel 1” on page 44
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3.4.5

IPSEC VPN
To access this page, click Networking > IPSEC VPN
£ IPSEC VPN 1

Tunnel 1 (® Enabled () Disabled

Description 1652wt-server
Host IF Mode IPv4
Remote IP Address 192 168.20.101
Tunnel IF Mode IPv4
Remote ID
Remote Subnet 192.168.2.0
Remote Subnet Mask 255.255.255.0
Protocol/Port
Local ID
Local Subnat 192.168.3.0
Local Subnet Mask 255.2565.255.0

Local ProtocoliPort

Encapsulation Mode Tunmnel

Figure 3.29 Networking > IPSEC VPN

Force NAT Traversal No
IKE Protocol IKEv2
IKE Mode Main
IKE Algorithm Auto
IKE Encryption 3DES
IKE Hash MDS
IKE DH Group 2
IKE Reauthentication Yes
XAUTH Enabled No
XAUTH Mode Client

XAUTH Username

XAUTH Password

ESP Algorithm Auto
ESP Encryption DES
ESP Hash MD5

Figure 3.30 Networking > IPSEC VPN
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Rekey Margin 540 C ( 1-86400)
Rekey Fuzz
DPD Delay sec ( 1- 3600 )

DPD Timeout 60 sec ( 1-3600)
Authenticate Mode Pre-shared Key w

Fre-shared Key

CA Certificate
Remote Certificate / PubKey

Local Certificate | PubKey

Local Private Key

Local Passphrase

Debug

Figure 3.31 Networking > IPSEC VPN
The following table describes the items in the previous figure.

Item Description

Tunnel # Click to Enable (default) or Disable the function.

Description Enter a description to identify the VPN tunnel.

Host IP Mode Click to select the setting to determine how IP addresses are

handled. Options: IPv4, IPv6.

Remote IP Address Enter the destination address to identify the endpoint of the VPN

tunnel.

Tunnel IP Mode Click to select the setting to determine how IP addresses are

handled at the endpoint of the VPN tunnel. Options: IPv4, IPv6.

Remote ID Enter a description to identify the endpoint of the VPN tunnel.

Remote Subnet Displays the remote subnet configuration assigned to the

configuration.

Remote Subnet Mask  Enter the destination subnet mask address to identify the endpoint

of the VPN tunnel.

Protocol/Port Enter the protocol/port for the setting.

Local ID Enter the identifier string to define the starting point of the tunnel

within the local network.

Local Subnet Enter the identifier string to define the starting point of the tunnel

within the local network.

Local Subnet mask Enter the subnet mask to define the starting point of the tunnel

within the local network.

Local Protocol/Port Enter the protocol/port setting to define the starting point of the

tunnel within the local network.

Encapsulation Mode Click to select the encapsulation mode to determine the tunnel

security.

Force NAT Traversal Click to allow or disallow the function when the VPN endpoints are

behind a firewall.

IKE Protocol Click to select the Internet Key Exchange protocol for the channel.
IKE Mode Click to select the Internet Key Exchange mode for the channel.
IKE Algorithm Click to select the algorithm to define the security setting for the

channel.

IKE Encryption

Click to select the encryption, shared key, to be used between the
VPN peers.

EKI-1652WT Series User Manual

48



Item Description

IKE Hash Click to select the specific hash algorithm to be used for
authentication purposes.

IKE DH Group Click to select the technique to allow both peers to securely

establish a shared secret key.

IKE Reauthentication

Click to allow or disallow the encryption to periodically verify the
identifies of the VPN peers and renegotiates encryption keys.

XAUTH Enabled

Click to allow or disallow user credentials or external
authentication methods requirement for VPN access.

XAUTH Mode

Click to the type of mode for user authentication.

XAUTH Username

Enter the user name of the username for the unique identifier
(username) that users must provide, along with their password or
other credentials for VPN access.

XAUTH Password

Enter the password corresponding to the username for the unique
identifier (username) that users must provide, along with their
password or other credentials for VPN access.

ESP Algorithm

Click to select the method to encapsulate security payloads to add
authentication for integrity.

ESP Encryption

Click to select the encryption type for the selected encapsulation
type.

ESP Hash Click to select the type of fingerprint for each data packet to ensure
transmission integrity.
PFS Click to enable or disable (default) the Perfect Forward Secrecy

ensuring past communication sessions remain secure even if long-
term encryption keys are compromised.

PFS DH Group

Click to select the key exchange (default: 2) for perfect forward
secrecy, ensuring each session generates unique, temporary keys
to protect past communication.

Key Lifetime Enter the variable in seconds (default: 3600) to define the time in
which PFS keys remain valid before refreshing.
IKE Lifetime Enter the variable in seconds (default: 3600) to define the

frequency in which the IKE exchange key is refreshed.

Rekey Margin

Enter the variable (default: 540) in seconds to automatically renew
encryption keys before they expire.

Rekey Fuzz Enter the variable (default: 100) in percentage to define how often
the timing of the automatic key refresh is randomly generated.

DPD Delay Enter the variable (default: 20) in seconds to define the grace
period before triggering a connection drop after a timeout.

DPD Timeout Enter the variable (default: 20) in seconds to define the period of

time before dropping out an idle connection.

Authenticate Mode

Click to select the authentication mode to determine how VPN
peers verify identifies before establishing a secure tunnel.

Pre-shared Key

Enter a pre-shared key, secret password, which is shared between
devices to allow only authorized parties to establish a secure
tunnel.

CA Cetrtificate Click to import a certificate file.
Remote Certificate / Click to import a remote certificate key as a secure digital ID card.
PubKey

Local Certificate /
PubKey

Click to import a local certificate key as a secure digital ID card.

Local Private Key

Click to import the local device’s private key.

Local Passphrase

Enter a string to be used as the password to grant access to the
device’s private key and enabling a secure tunnel.
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Item Description
Debug Click to select the debug mode for the function.
Submit Click Submit to save the values and update the screen.
3.4.6
The Generic Routing Encapsulation (GRE) protocol encapsulates data packets one
routing protocol inside the packet of another protocol.
GRE enables the support of protocols not normally supported by a network.
3.46.1
To access this page, click Networking > GRE> Tunnel 1.
£ GRE Tunnel 1 ~
GRE ) Enabled (9 Disabled
Description
Remote IP Address
Remote Subnet Mask
Remote Interface IP Address
Multicasts () Enabled (@ Disabled
Pre-shared Key ( 4294967295 )
Figure 3.32 Networking > GRE> Tunnel 1
The following table describes the items in the previous figure.
Item Description
GRE Click to enable or disable the GRE function.
Description Enter a string to describe the tunnel entry.
Remote IP Address Enter the IP address of the remote network to establish the tunnel
with the device.
Remote Subnet Enter the subnet of the assigned remote IP address endpoint.
Remote Subnet Mask  Enter the subnet mask of the assigned remote IP address
endpoint.
Local Interface IP Enter the IP address of the local IP address to designate as the
Address tunnel endpoint.
Remote Interface IP Enter the IP address of the remote IP address to designate as the
Address tunnel endpoint.
Multicasts Click to enable or disable the multicast function.
Pre-Shared Key Enter a value to define the security key. Value: 1 to 4294967295.
Submit Click Submit to save the values and update the screen.
3.4.6.2

For further information regarding the configuration of the OpenVPN Tunnel function
see “Tunnel 1” on page 50.
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3.4.6.3
For further information regarding the configuration of the OpenVPN Tunnel function
see “Tunnel 1" on page 50.

3.4.6.4
For further information regarding the configuration of the OpenVPN Tunnel function
see “Tunnel 1” on page 50.

3.4.7

3471
To access this page, click Networking > QoS Settings> QoS Settings.

£ QoS Seltings )
@os (@ Enabled () Disabled
Download Spead (kbit/s) 1024

Upload Speed (kbit's) 1024

Figure 3.33 Networking > QoS Settings> QoS Settings
The following table describes the items in the previous figure.

Item Description

QoS Click the radio button to enable or disable the QoS policy on the
selected interface.

Download Speed (kbit/s) Enter the value (kbit/s) to define the download speed of the policy:
1024 to 102400, default: 85000)

Upload Speed (kbit/s)  Enter the value (kbit/s) to define the upload speed of the policy:
1024 to 102400, default: 10000)

Submit Click Submit to save the values and update the screen.

3.4.7.2
To access this page, click Networking > QoS Settings> QoS IP Base Rules.
£ QoS IP Base Rules ~
Field IP Address Pricrity Delete

Figure 3.34 Networking > QoS Settings> QoS IP Base Rules
The following table describes the items in the previous figure.

Item Description

Field Click the drop-down menu to classify the traffic type for the rule.

IP Address Enter the IP address to bind to the rule.

Priority Click the drop-down menu to set the priority for the rule. Value:
Low, Normal, Medium, or High.

Delete Click Delete to remove the selected rule.

Add Click Add to include the selected rule.

Submit Click Submit to save the values and update the screen.
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3.4.7.3 QoS Protocol Base Rules
To access this page, click Networking > QoS Settings> QoS Protocol Base Rules.

£ QoS Protocol Base Rules s

Protocol Source Port Destination Port Pricrity Delete

Figure 3.35 Networking > QoS Settings> QoS Protocol Base Rules
The following table describes the items in the previous figure.

ltem Description

Protocol Click the drop-down menu to select the protocol type. Value: UDP,
TCP.

Source Port Enter the port value for the source endpoint.

Destination Port Enter the port value for the destination endpoint.

Priority Click the drop-down menu to set the priority for the rule. Value:
Low, Normal, Medium, or High.

Delete Click Delete to remove the selected rule.

Add Click Add to include the selected rule.

Submit Click Submit to save the values and update the screen.

3.4.8 WAN Handover

3.4.8.1 WAN Handover
To access this page, click Networking > WAN Handover.

£ WAN Handover ~

WAN Handover (& Enabled (Q Disabled

Priority 1 Cellular ~
Priority 2 Cellular w
Priority 3 Cellular ~

Signal Strength Detection
Detection Interval Seconds (1-60)
Continuous Repeat Times (2-10)

WLAN Handover

RS55I Threshold -70 dBm ( -30 ~ -85 )

Excellent Good Fair

-30dBm -50dBm -T0dBm -85dBm

Cellular Handover

3G RS5I Threshold 100 dBm (-70 ~-110)
43 RSSI Threshold -85 dBm { 65 ~-95)
3G
-T0dBm -85dBm -100dBm -110dBm
4G

-65dBm -T5dBm -85dBm -85dBm

Figure 3.36 Networking > WAN Handover
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The following table describes the items in the previous figure.

Item Description
WAN Handover Click to enable or disable the WAN handover function.
Priority 1

Click to select which active connection takes precedence when

Priority 2 switching between available WAN links.

Priority 3

Signal Strength Detection

Detection Interval Enter the value in seconds to define the interval to activate the
signal strength detection function.

Continuous Repeat Enter the value to define the frequency of the signal detection

Times function. Value: 2 to 10.

WLAN Handover

RSSI Threshold Enter the value in dBm to define the threshold for removing a client

when it goes below the value. Value: -70 to -110.

Cellular Handover

3G RSSI Threshold Enter the value in dBm to define the 3G threshold for removing a
client when it goes below the value. Value: -70 to -110.

4G RDDI Threshold Enter the value in dBm to define the 4G threshold for removing a
client when it goes below the value. Value: -65 to -95.

Submit Click Submit to save the values and update the screen.
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3.5

3.5.1
Port mirroring function allows the sending of a copy of network packets seen on one
switch port to a network monitoring connection on another switch port. Port mirroring
can be used to analyze and debug data or diagnose errors on a network or to mirror
either inbound or outbound traffic (or both).
There are no preset values in the Port Mirror. The displayed values do not represent
the actual setting values.
To access this page, click L2 Switching > Port Mirror.
£ Porl Miror o
Maonitor Session State (® portbased-enabled () Disabled
Sniffer Port ETHZ v
Figure 3.37 L2 Switching > Port Mirror
The following table describes the items in the previous figure.
Item Description
Monitor session state Click the drop-down menu to enable or disable the session mode for a
selected session ID.
Destination Port Click the drop-down menu to select the destination port and receive
all the traffic from configured mirrored port(s).
Sniffer Ports Click to select the port to function as the dedicated eavesdropper and
receive copies of traffic from mirrored ports.
Submit Click Submit to save the values and update the screen.
3.5.2
The Storm Control page allows you to setup the units and Preamble/IFG to manage
the occurrence of packet flooding on the LAN and consequent traffic to prevent the
degrading of network performance.
3.5.21

To access this page, click Security > Storm Control > Global Settings.
£+ Storm Control Global Settings

unit O pes @® bps

Preamble & IFG (® Excluded O Included

)

Figure 3.38 Security > Storm Control > Global Settings
The following table describes the items in the previous figure.

Item Description
Unit Select pps or bps control units for the Storm Control function.
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Item Description

Preamble & IFG Select Excluded or Included to setup the Storm Control Global set-
tings.
B Excluded: exclude preamble & IFG (20 bytes) when count
ingress storm control rate.
B Included: include preamble & IFG (20 bytes) when count ingress
storm control rate.

Apply Click Apply to save the values and update the screen.

The ensuing table for Storm Control Global Information settings are informational
only and display the following: Unit and Preamble & IFG.

3.5.2.2

The Port Settings page allows you to configure the port and the type of storm control
association along with the value of the storm rate for the selected port.

To access this page, click Security > Storm Control > Port Settings.

£+ Storm Control Port Settings ~
Port
PortState (® Disabled O Enabled
Action drop v
Type Enable (] Broadcast 10000 (Kbps)
(J Unknown 10000 (Kbps)
Multicast
(J Unknown 10000 (Kbps)
Unicast
Aoy

Figure 3.39 Security > Storm Control > Port Settings
The following table describes the items in the previous figure.

Item Description

Port Enter the port number to designate the local port for the Storm Control
function.

Port State Select Disabled or Enabled to define the port state

Action Click the drop-down menu to select the type of action to designate for

the selected port during a Storm Control incident. The options are
Drop and Shutdown.
Type Enable Click the radio button to enable Broadcast, Unknown Multicast, or

Unknown Unicast.

B Broadcast: Select the variable in Kbps to define the broadcast
bandwidth.

B Unknown Multicast: Select the variable in Kbps to define the
multicast setting.

B Broadcast: Select the variable in Kbps to define the unknown
unicast setting.

Apply Click Apply to save the values and update the screen.
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3.5.3

3.5.3.1

3.5.3.2

The ensuing table for Storm Control Port Information settings are informational
only and display the following: Port, Port State, Broadcast (Kbps), Unknown Multicast
(Kbps), Unknown Unicast (Kbps) and Action.

LLDP is a one-way protocol without request/response sequences. Information is
advertised by stations implementing the transmit function, and is received and pro-
cessed by stations implementing the receive function.

The LLDP System Settings allows you to configure the status (enabled or disabled)
for the protocol, set the interval for frame transmission, set the hold time multiplier
and the re-initialization delay.

To access this page, click Management > LLDP > LLDP System Settings.

£+ Global Settings ~
Enabled O Enabled (® Disabled

LLDP PDU Disable Action ‘O Filtering QO Bridging ® Flooding

Transmission Interval 30 (5-32767)

Holdtime Multiplier 4 (2-10)
Reinitialization Delay 2 (1-10)
Transmit Delay 2 (1-8191)
=

Figure 3.40 Management > LLDP > LLDP System Settings
The following table describes the items in the previous figure.

Item Description

Enabled Click Enabled or Disabled to set the Global Settings state.

LLDP PDU Disable  Click to select the LLDP PDU handling action when LLDP is globally
Action disabled. Options include: Filtered, Bridged, or Flooded.

Transmission Interval Select the interval at which frames are transmitted. The default is 30
seconds, and the valid range is 5 to 32768 seconds.

Holdtime Multiplier ~ Select the multiplier on the transmit interval to assign to TTL.
Reinitialization Delay Select the delay length before re-initialization.

Transmit Delay Select the delay after an LLDP frame is sent.

Apply Click Apply to save the values and update the screen.

The ensuing table for LLDP Global Config settings are informational only and dis-
play the following: LLDP Enabled, LLDP PDU Disable Action, Transmission Interval,
Holdtime Multiplier, Reinitialization Delay and Transmit Delay.

The LLDP Local Device Info page allows you to view information regarding network
devices, providing that the switch has already obtained LLDP information on the
devices.

To access this page, click Management > LLDP > LLDP Local Device Info.
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3.5.3.3

The ensuing table for Local Device Summary settings are informational only and
display the following: Chassis ID Subtype, Chassis ID, System Name, System
Description, Capabilities Supported, Capabilities Enabled and Port ID Subtype.

The ensuing table for Port Status settings are informational only and display the fol-
lowing: Port, Selected VLAN and Detail (click the radio box and click Detail to dis-
plays the details).

The LLDP Remote Device Info page allows you to view information about remote
devices, LLDP information must be available on the switch.

To access this page, click Management > LLDP > LLDP Remote Device Info.

Remote Device Info A

Sel | Local Port | Chassis ID Subtype Chassis ID Port ID Subtype PortID | System Name Time to Live

Figure 3.41 Management > LLDP > LLDP Remote Device Info
The following table describes the items in the previous figure.

Item Description

Detail Click to display the device details.

Delete Click to delete the selected devices.

Refresh Click to refresh the remote device information list.
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3.6 Management

3.6.1 Password Manager
To access this page, click Management > Password Manager.

@ Password Manager

Usemame

admin

Password

Confirm Password

Figure 3.42 Management > Password Manager
The following table describes the items in the previous figure.

Item

Description

Password Manager

Username

Displays the current user name.

Password

Enter the character set for the define password type.

Confirm Password

Retype the password entry to confirm the profile password.

Submit

Click Submit to save the values and update the screen.

3.6.2

Syslog

Users can enable the syslog function to record log events or messages locally or on
a remote syslog server.

To access this page, click Management > Syslog.

B Syskg -
& Auto Scroll
Thu Dec 21 06:00:21 2023 authpriv.info . 0S[IKE] initiating IKE_SA ipsec1[1] 1o 192.168.20.101 '
Thu Dec 21 06:00:22 2023 gaemon. Info | O05{ENC] generanng IKE_SA_INIT reques! 0 [ SAKE NO N(NATD_S_IP) N{NATD_D_IF) N(FRAG_SUFP) N(HASH_ALG) N(REDIR_SUF) |
Thu Dec 21 06.00:22 2023 daemeon.info . OS{NET] sending packel from 192.168.20.102[500] to 192.165.20.101[500] (1140 byles)
Thu Dec 2 0:26 2023 daemon info - 09(IKE] retransmit 1 of request with message 1D 0
Thu Dec 21 06.00:26 2023 daemon_info . 09{NET] sending packel from 192.163.20.102[500] to 192.165.20.101[300] (1140 byles)
Thu Dec 21 06:00:33 2023 daemon.info : 10{IKE] retransmit 2 of request with message 1D 0
Thu Dec 21 06:00:33 2023 daemon_info | 10{NET] sending packel: from 192.168.20.102{500] to 192.168.20.101[500] (1140 byles)
Thu Dec 21 06:00:46 2023 daemon.info E nsmit 3 of request with message 1D 0
Thu Dec 21 06.00:46 2023 daemon. info 2.168.20.102[500] to 192.165.20.101[500] (1140 byt
Thu Dec 21 06:01:09 2023 daemon.info ith message 1D 0
Thu Dec 21 060 3 daemon_info T] sending packet: frol 68 .20.102[500] to 192.168.20.101[500] (1140 bytes)
Thu Dec 21 06:01:51 2023 daemon.info transmit 5 of request with message 1D 0
Thu Dec 21 06:01:51 aemon.info - 13{NET] sending packet” from 192 168.20.102[{500] to 192.168 20.101[500] (1140 bytes)
Thu Dec 21 06.03.07 2023 daemon.info . 14[IKE] giving up after 5 relransmils
Thu Dec 21 06:03:07 2023 daemon info © 14{IKE] peer not responding, trying again (83/0)
Thu Dec 21 06.03:07 2023 daemon_info . 14[IKE] initialing IKE_SA ipsec1[1] o 192.168.20.101
Thu Dec 2 3:07 2023 authpriv.info : 14[IKE] initiating IKE_SA ipseci[1] to 192.168.20.101
Thu Dec 21 06:03:07 2023 daemon_info © 14[ENC] generating IKE_SA_INIT request 0 [ SAKE No N(NATD_S_IP) N(NATD_D_IP) N{FRAG_SUP) N{HASH_ALG) N(REDIR_SUF) ]
Thu Dec 21 06:03:07 2023 daemon.info : 14] | sending packet: from 192.168.20.102[500] to 192.168.20.101[S00] {1140 bytes)
Thu Dec 21 06:03:11 2023 daemon info | 15]IKE] retransmit 1 of request with mes D0
Thu Dec 21 06:03:11 2023 daemon.info : 1 sending packet: from 192.168.20.102[500] to 192.168.20.101[500] (1140 bytes)
Thu Dec 21 06:03:18 2C aemon info nsmit 2 of request with message 1D 0
Thu Dec 21 06:03:18 2023 daemon_info ding packetl: from 192.168.20.102[{500] to 192.165.20.101[500] (1140 byles)
Thu Dec 21 06:03:: 3 daemon info nsmit 3 of request with message 1D 0
Thu Dec 21 06:03.31 2023 daemon.info Tl sending packel. from 192.168.20.102[500] to 192.168.20.101[500] (1140 byles)

Thu Dec 21 06

Thu Dec 21

Thu Dec 21 O

Thu Dec 21
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06:04:36 2023 daemon info

F| retransmit 4 of request with message Do
] 10 192.168.20.101[500] (1140 byles)

] 10 192.168 20.101[500] (1140 bytes)

Figure 3.43 Management > Syslog
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3.6.3

The following table describes the items in the previous figure.

Item Description
Download Click Download to download the log file.
Auto Scroll Click the checkbox to enable the Auto Scroll function.

To access this page, click Management > NTP / Time.

£ NTP Sellings

NTP Client

NTP Server

System Time Thu Dec 21 06:05:39 GMT 2023
NTP Service Disable ~
Manual Time ear Month Day
) e v v
lour inur =
W 5 v 0 e
Time Zone (GMT) England w
NTP Server 0.poolnip.org
NTP Server Enable ~

Figure 3.44 Management > NTP / Time

The following table describes the items in the previous figure.

Item

Description

System Time

Displays the system date and time.

NTP Client

NTP Service Click the drop-down menu to enable the NTP server.
Manual Time Set the system date and time.

Time Zone Click the drop-down menu to select a system time zone.
NTP Server Enter the address of the NTP server.

NTP Server

NTP Server Enter the remote server ID of the NTP server.

Submit Click Submit to save the values and update the screen.
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3.6.4

To access this page, click Management > Applications.

& Applicalions

HTTP

Redirect HTTP requests to HTTPS

HTTPS port

HTTP port

HTTP remote managemeant

Telnet

Telnet

(O Enabled (8 Disabled

) Enabled (@ Disabled

[ suomit

Figure 3.45 Management > Applications
The following table describes the items in the previous figure.

Item

Description

HTTP

Redirect HTTP
Requests to HTTPS

Click to enable (default) or disable the redirect to HTTP function.

HTTPS Port Enter the port number for the assigned remote HTTPS address.
HTTP Port Enter the port number for the assigned remote HTTPS address.
HTTP remote Click to enable or disable (default) the remote management
management access.

SSH

SSH Click to enable or disable (default) the SSH function.

Telnet

Telnet Click to enable or disable (default) the Telnet function.

Submit Click Submit to save the values and update the screen.
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3.6.5
To access this page, click Management > Configuration Manager.

£ Configuration Manager ~

Backup

Downlead Cenfiguration
To ® PC O USE Diive

Restore

Restore Configuration | EBEER | TAREES

From @& PC (O USB Drive

USB Drive Backup -~

Automatically Backup @® Enabled ) Disabled

[ submit

Figure 3.46 Management > Configuration Manager
The following table describes the items in the previous figure.

Item Description
Backup
Download Configuration Click Backup to backup the device settings.
To Click PC or USB Drive to select the correct file location.
Restore
Choose File Click Choose File to select the configuration file.
Upload Archive Click Upload Archive to restore the configuration to the device.
From Click PC or USB Drive to select the correct file location.
Automatically Backup  Select Enabled or Disabled to enable the function.
Submit Click Submit to save the values and update the screen.
3.6.6
To access this page, click Management > Firmware Upgrade.
£ Firmware Upgrade ~
Firmware Location | BEEE SEHSEEE
 Upload

Figure 3.47 Management > Firmware Upgrade
The following table describes the items in the previous figure.

Item Description
Upgrade Manager Click Choose File to select the configuration file.
Upload Click Upload to upload to the current version.
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3.6.7

3.6.8

3.6.9

To access this page, click Management > Reset System.

£ Resel System

Reset to Defaults

Figure 3.48 Management > Reset System
The following table describes the items in the previous figure.

Item Description

Reset Click Reset to have all configuration parameters reset to their
factory default values. All changes that have been made will be
lost, even if you have issued a save.

To access this page, click Management > Reboot Device.
£ Rebool

Reboot

Figure 3.49 Management > Reboot Device
The following table describes the items in the previous figure.

Item Description

Reset Click Reset to have all configuration parameters reset to their
factory default values. All changes that have been made will be
lost, even if you have issued a save.

To access this page, click Management > Apply Configuration.
& Apply Configuration

Apply Configuration

Figure 3.50 Management > Apply Configuration
The following table describes the items in the previous figure.

Item Description

Apply Configuration Click Apply and Reboot to have configuration changes you have
made to be saved across a system reboot. All changes submitted
since the previous save or system reboot will be retained by the

switch.
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3.7

3.71
To access this page, click Tools > Diagnostics.
& Diagnostics 2

IP Address or Hostname

IP Address or Hostname

Results

Figure 3.51 Tools > Diagnostics
The following table describes the items in the previous figure.

Item Description

IP Address or Hostname Enter the IP address or hostname of a device on the network to
execute a ping test.
Click Ping to initiate and display the ping result for the device.

IP Address or Hostname Enter the IP address or hostname of the host to initiate a trace
route from the switch to the defined host.
Click Traceroute to initiate and display the trace results.

Results Displays the results of the Ping or Traceroute test.

63 EKI-1652WT Series User Manual



3.7.2

3.7.21

To access this page, click Tools > GPS > Basic.

£ GPS Sellings

GPS

GNSS Server Configuration
Server Fort

Allow Clients From

2 GPS Data
Information Name
Time

atilude

ongitude

& Salellite List

FPRN Elevation

(® Enabled (O Disabled
Q. 65535 )
LAN Only ~
-~
Information Value
~

Azimuth SNR Used N

Figure 3.52 Tools > GPS > Basic

The following table describes the items in the previous figure.

Item

Description

GPS

Click to enable or disable the GPS function.

GNSS Server Configuration

Server Port

Enter the port number which will be designated to allow authorized
devices and applications to connect and exchange GNSS data.

Allow Clients From

Click to select which source channel is authorized to connect and
exchange GNSS data.

Submit

Click Submit to save the values and update the screen.

Information Name

Displays the geolocation and time information from a GPS
receiver. Values: Time, Latitude, Longitude, Speed

Information Value

Displays the values of the information listed in the previous field.

PRN Displays the Pseudo-random Noise sequence of the satellite.
Elevation Displays the elevation of the satellite.

Azimuth Displays the azimuth of the satellite.

SNR Displays the signal-to-noise ratio of the satellite.

Used Displays the usage status of the listing.

EKI-1652WT Series User Manual

64



3.7.2.2
To access this page, click Tools > GPS > GPS Report.

£ GPS Report ~

GPS Report Remote IP UDF Fort @ Data Fermat Delets

Figure 3.53 Tools > GPS > GPS Report
The following table describes the items in the previous figure.

Item Description

GPS Report Click to enable or disable the Remote Log function.

Remote IP Enter the IP address of the remote server to receive the report.

UDP Port Enter the Port of the designated remote server to receive the
report.

Data Format Click to select the format type for the log reporting: NMEA, JSON,
or Both.

Delete Click to delete the selected GPS report.

Submit Click Submit to save the values and update the screen.
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